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Military
Advantage One—The Military

Domestic DoD bases are vulnerable due to connectivity to the civilian grid.
Robitaille 12 (George, Department of Army Civilian & US Army War College, Small Modular Reactors: The Army’s Secure Source of Energy?, March, Strategy Research Project)

In recent years, the U.S Department of Defense (DoD) has identified a security issue at our installations related to the dependence on the civilian electrical grid. 1 The DoD depends on a steady source of electricity at military facilities to perform the functions that secure our nation. The flow of electricity into military facilities is controlled by a public grid system that is susceptible to being compromised because of the age of the infrastructure, damage from natural disasters and the potential for cyber attacks. Although most major functions at military installations employ diesel powered generators as temporary backup, the public grid may not be available to provide electricity when it is needed the most. The United States electrical infrastructure system is prone to failures and susceptible to terrorist attacks. 2 It is critical that the source of electricity for our installations is reliable and secure. In order to ensure that our military facilities possess a secure source of electricity, either the public system of electric generation and distribution is upgraded to increase its reliability as well as reducing its susceptibility to cyber attack or another source of electricity should be pursued. Although significant investments are being made to upgrade the electric grid, the current investment levels are not keeping up with the aging system. Small modular reactors (SMRs) are nuclear reactors that are about an order of magnitude smaller than traditional commercial reactor used in the United States. SMRs are capable of generating electricity and at the same time, they are not a significant contributor to global warming because of green house gas emissions. The DoD needs to look at small modular nuclear reactors (SMRs) to determine if they can provide a safe and secure source of electricity. Electrical Grid Susceptibility to Disruptions According to a recent report by the Defense Science Board, the DoD gets ninety nine percent of their electrical requirements from the civilian electric grid. 3 The electric grid, as it is currently configured and envisioned to operate for the foreseeable future, may not be reliable enough to ensure an uninterrupted flow of electricity for our critical military facilities given the influences of the aging infrastructure, its susceptibility to severe weather events, and the potential for cyber attacks. The DoD dependency on the grid is reflected in the $4.01 Billion spent on facilities energy in fiscal year 2010, the latest year which data was available. 4 The electricity used by military installations amounts to $3.76 billion. 5 As stated earlier, the DoD relies on the commercial grid to provide a secure source of energy to support the operations that ensure the security of our nation and it may not be available when we need it. The system could be taken down for extended periods of time by failure of aging components, acts of nature, or intentionally by cyber attacks. Aging Infrastructure. The U.S electric power grid is made up of independently owned power plants and transmission lines. The political and environmental resistance to building new electric generating power plants combined with the rise in consumption and aging infrastructure increases the potential for grid failure in the future. There are components in the U.S. electric grid that are over one hundred years old and some of the recent outages such as the 2006 New York blackout can be directly attributed to this out of date, aging infrastructure. 6 Many of the components of this system are at or exceeding their operational life and the general trend of the utility companies is to not replace power lines and other equipment until they fail. 7 The government led deregulation of the electric utility industry that started in the mid 1970s has contributed to a three decade long deterioration of the electric grid and an increased state of instability. Although significant investments are being made to upgrade the electric grid, the many years of prior neglect will require a considerable amount of time and funding to bring the aging infrastructure up to date. Furthermore, the current investment levels to upgrade the grid are not keeping up with the aging system. 8 In addition, upgrades to the digital infrastructure which were done to increase the systems efficiency and reliability, have actually made the system more susceptible to cyber attacks. 9 Because of the aging infrastructure and the impacts related to weather, the extent, as well as frequency of failures is expected to increase in the future. Adverse Weather. According to a 2008 grid reliability report by the Edison Electric Institute, sixty seven per cent of all power outages are related to weather. Specifically, lightning contributed six percent, while adverse weather provided thirty one percent and vegetation thirty percent (which was predominantly attributed to wind blowing vegetation into contact with utility lines) of the power outages. 10 In 1998 a falling tree limb damaged a transformer near the Bonneville Dam in Oregon, causing a cascade of related black-outs across eight western states. 11 In August of 2003 the lights went out in the biggest blackout in North America, plunging over fifty million people into darkness over eight states and two Canadian provinces. Most areas did not have power restored four or five days. In addition, drinking water had to be distributed by the National Guard when water pumping stations and/or purification processes failed. The estimated economic losses associated with this incident were about five billion dollars. Furthermore, this incident also affected the operations of twenty two nuclear plants in the United States and Canada. 12 In 2008, Hurricane Ike caused approximately seven and a half million customers to lose power in the United States from Texas to New York. 13 The electric grid suffered numerous power outages every year throughout the United States and the number of outages is expected to increase as the infrastructure ages without sufficient upgrades and weather-related impacts continue to become more frequent. Cyber Attacks. The civilian grid is made up of three unique electric networks which cover the East, West and Texas with approximately one hundred eighty seven thousand miles of power lines. There are several weaknesses in the electrical distribution infrastructure system that could compromise the flow of electricity to military facilities. The flow of energy in the network lines as well as the main distribution hubs has become totally dependent on computers and internet-based communications. Although the digital infrastructure makes the grid more efficient, it also makes it more susceptible to cyber attacks. Admiral Mr. Dennis C. Blair (ret.), the former Director of National Intelligence, testified before Congress that “the growing connectivity between information systems, the Internet, and other infrastructures creates opportunities for attackers to disrupt telecommunications, electrical power, energy pipelines, refineries, financial networks, and other critical infrastructures. 14 ” The Intelligence Community assesses that a number of nations already have the technical capability to conduct such attacks. 15 In the 2009 report, Annual Threat Assessment of the Intelligence Community for the Senate Armed Services Committee, Adm. Blair stated that “Threats to cyberspace pose one of the most serious economic and national security challenges of the 21st Century for the United States and our allies.”16 In addition, the report highlights a growing array of state and non-state actors that are targeting the U.S. critical infrastructure for the purpose of creating chaos that will subsequently produce detrimental effects on citizens, commerce, and government operations. These actors have the ability to compromise, steal, change, or completely destroy information through their detrimental activities on the internet. 17 In January 2008, US Central Intelligence Agency senior analyst Tom Donahue told a gathering of three hundred international security managers from electric, water, oil & gas, and other critical industry, that data was available from multiple regions outside the United States, which documents cyber intrusions into utilities. In at least one case (outside the U.S.), the disruption caused a power outage affecting multiple cities. Mr. Donahue did not specify who executed these attacks or why, but did state that all the intrusions were conducted via the Internet. 18 During the past twenty years, advances in computer technologies have permeated and advanced all aspects of our lives. Although the digital infrastructure is being increasingly merged with the power grid to make it more efficient and reliable, it also makes it more vulnerable to cyber attack. In October 2006, a foreign hacker invaded the Harrisburg, PA., water filtration system and planted malware. 19 In June 2008, the Hatch nuclear power plant in Georgia shut down for two days after an engineer loaded a software update for a business network that also rebooted the plant's power control system. In April 2009, The Wall Street Journal reported that cyber spies had infiltrated the U.S. electric grid and left behind software that could be used to disrupt the system. The hackers came from China, Russia and other nations and were on a “fishing expedition” to map out the system. 20 According to the secretary of Homeland Security, Janet Napolitano at an event on 28 October 2011, cyber–attacks have come close to compromising the country’s critical infrastructure on multiple occasions. 21 Furthermore, during FY11, the United States Computer Emergency Readiness Team took action on more than one hundred thousand incident reports by releasing more than five thousand actionable cyber security alerts and information products. 22 The interdependence of modern infrastructures and digital based systems makes any cyber attacks on the U.S. electric grid potentially significant. The December 2008 report by the Commission on Cyber Security for the forty fourth Presidency states the challenge plainly: “America’s failure to protect cyberspace is one of the most urgent national security problems facing the new administration”. 23 The susceptibility of the grid to being compromised has resulted in a significant amount of resources being allocated to ensuring the systems security. Although a substantial amount of resources are dedicated to protecting the nation’s infrastructure, it may not be enough to ensure the continuous flow of electricity to our critical military facilities. SMRs as they are currently envisioned may be able to provide a secure and independent alternative source of electricity in the event that the public grid is compromised. SMRs may also provide additional DoD benefit by supporting the recent government initiatives related to energy consumption and by circumventing the adverse ramifications associated with building coal or natural gas fired power plants on the environment.

SMR’s solve --- they address weaknesses which otherwise leads to nuclear retaliation.
Andres 11 (*Richard B. – Professor of National Security Strategy at the National War College and a Senior Fellow and Energy and Environmental Security and Policy Chair in the Center for Strategic Research, Institute for National Strategic Studies, at the National Defense University, **Hanna L. Breetz – Doctoral candidate in the Department of Political Science at The Massachusetts Institute of Technology, Small Nuclear Reactors for Military Installations: Capabilities, Costs, and Technological Implications, Strategic Forum, National Defense University, Institute for National Strategic Studies, February 2011, http://www.ndu.edu/press/lib/pdf/StrForum/SF-262.pdf)

Small reactors and energy Security The DOD interest in small reactors derives largely from problems with base and logistics vulnerability. Over the last few years, the Services have begun to reexamine virtually every aspect of how they generate and use en- ergy with an eye toward cutting costs, decreasing carbon emissions, and reducing energy-related vulnerabilities. These actions have resulted in programs that have signif- icantly reduced DOD energy consumption and green- house gas emissions at domestic bases. Despite strong efforts, however, two critical security issues have thus far proven resistant to existing solutions: bases’ vulnerability to civilian power outages, and the need to transport large quantities of fuel via convoys through hostile territory to forward locations. Each of these is explored below.  Grid Vulnerability. DOD is unable to provide its bases with electricity when the civilian electrical grid is offline for an extended period of time. Currently, domestic military installations receive 99 percent of their electricity from the civilian power grid. As explained in a recent study from the Defense Science Board: DOD’s key problem with electricity is that critical missions, such as national strategic awareness and national command authorities, are almost entirely dependent on the national transmission grid . . . [which] is fragile, vulnerable, near its capacity limit, and outside of DOD control. In most cases, neither the grid nor on-base backup power provides sufficient reliability to ensure continuity of critical national priority functions and oversight of strategic missions in the face of a long term (several months) outage.7 The grid’s fragility was demonstrated during the 2003 Northeast blackout in which 50 million people in the United States and Canada lost power, some for up to a week, when one Ohio utility failed to properly trim trees. The blackout created cascading disruptions in sewage systems, gas station pumping, cellular communications, border check systems, and so forth, and demonstrated the interdependence of modern infrastructural systems.8 More recently, awareness has been growing that the grid is also vulnerable to purposive attacks. A re- port sponsored by the Department of Homeland Secu- rity suggests that a coordinated cyber attack on the grid could result in a third of the country losing power for a period of weeks or months.9 Cyberattacks on critical infrastructure are not well understood. It is not clear, for instance, whether existing terrorist groups might be able to develop the capability to conduct this type of attack. It is likely, however, that some nation-states either have or are working on developing the ability to take down the U.S. grid. In the event of a war with one of these states, it is possible, if not likely, that parts of the civilian grid would cease to function, taking with them military bases located in affected regions. Government and private organizations are currently working to secure the grid against attacks; however, it is not clear that they will be successful. Most military bases currently have backup power that allows them to func- tion for a period of hours or, at most, a few days on their own. If power were not restored after this amount of time, the results could be disastrous. First, military assets taken offline by the crisis would not be available to help with disaster relief. Second, during an extended blackout, global military operations could be seriously compromised; this disruption would be particularly serious if the blackout was induced during major combat operations. During the Cold War, this type of event was far less likely because the United States and Soviet Union shared the common understanding that blinding an opponent with a grid black- out could escalate to nuclear war. America’s current opponents, however, may not share this fear or be deterred by this possibility. In 2008, the Defense Science Board stressed that DOD should mitigate the electrical grid’s vulnerabilities by turning military installations into “islands” of energy self-sufficiency.10 The department has made ef- forts to do so by promoting efficiency programs that lower power consumption on bases and by constructing renewable power generation facilities on selected bases. Unfortunately, these programs will not come close to reaching the goal of islanding the vast majority of bases. Even with massive investment in efficiency and renew- ables, most bases would not be able to function for more than a few days after the civilian grid went offline. Unlike other alternative sources of energy, small reactors have the potential to solve DOD’s vulnerability to grid outages. Most bases have relatively light power de- mands when compared to civilian towns or cities. Small reactors could easily support bases’ power demands separate from the civilian grid during crises. In some cases, the reactors could be designed to produce enough power not only to supply the base, but also to provide critical services in surrounding towns during long-term outages. Strategically, islanding bases with small reactors has another benefit. One of the main reasons an enemy might be willing to risk reprisals by taking down the U.S. grid during a period of military hostilities would be to affect ongoing military operations. Without the lifeline of intelligence, communication, and logistics provided by U.S. domestic bases, American military operations would be compromised in almost any conceivable contingency. Making bases more resilient to civilian power outages would reduce the incentive for an opponent to attack the grid. An opponent might still attempt to take down the grid for the sake of disrupting civilian systems, but the powerful incentive to do so in order to win an ongoing battle or war would be greatly reduced. 

That causes nuclear world war three.  
Lawson 9 (Sean, Assistant professor in the Department of Communication at the University of Utah, Cross-Domain Response to Cyber Attacks and the Threat of Conflict Escalation, May 13th 2009, http://www.seanlawson.net/?p=477)

Introduction At a time when it seems impossible to avoid the seemingly growing hysteria over the threat of cyber war,[1] network security expert Marcus Ranum delivered a refreshing talk recently, “The Problem with Cyber War,” that took a critical look at a number of the assumptions underlying contemporary cybersecurity discourse in the United States.  He addressed one issue in partiuclar that I would like to riff on here, the issue of conflict escalation–i.e. the possibility that offensive use of cyber attacks could escalate to the use of physical force.  As I will show, his concerns are entirely legitimate as current U.S. military cyber doctrine assumes the possibility of what I call “cross-domain responses” to cyberattacks. Backing Your Adversary (Mentally) into a Corner Based on the premise that completely blinding a potential adversary is a good indicator to that adversary that an attack is iminent, Ranum has argued that “The best thing that you could possibly do if you want to start World War III is launch a cyber attack. [...] When people talk about cyber war like it’s a practical thing, what they’re really doing is messing with the OK button for starting World War III.  We need to get them to sit the f-k down and shut the f-k up.” [2] He is making a point similar to one that I have made in the past: Taking away an adversary’s ability to make rational decisions could backfire. [3]  For example, Gregory Witol cautions that “attacking the decision makerÃ¢â‚¬â„¢s ability to perform rational calculations may cause more problems than it hopes to resolveÃ¢â‚¬Â¦ Removing the capacity for rational action may result in completely unforeseen consequences, including longer and bloodier battles than may otherwise have been.” [4] Ã¯Â»Â¿Cross-Domain Response So, from a theoretical standpoint, I think his concerns are well founded.  But the current state of U.S. policy may be cause for even greater concern.  It’s not just worrisome that a hypothetical blinding attack via cyberspace could send a signal of imminent attack and therefore trigger an irrational response from the adversary.  What is also cause for concern is that current U.S. policy indicates that “kinetic attacks” (i.e. physical use of force) are seen as potentially legitimate responses to cyber attacks.  Most worrisome is that current U.S. policy implies that a nuclear response is possible, something that policy makers have not denied in recent press reports. The reason, in part, is that the U.S. defense community has increasingly come to see cyberspace as a “domain of warfare” equivalent to air, land, sea, and space.  The definition of cyberspace as its own domain of warfare helps in its own right to blur the online/offline, physical-space/cyberspace boundary.  But thinking logically about the potential consequences of this framing leads to some disconcerting conclusions. If cyberspace is a domain of warfare, then it becomes possible to define “cyber attacks” (whatever those may be said to entail) as acts of war.  But what happens if the U.S. is attacked in any of the other domains?  It retaliates.  But it usually does not respond only within the domain in which it was attacked.  Rather, responses are typically “cross-domain responses”–i.e. a massive bombing on U.S. soil or vital U.S. interests abroad (e.g. think 9/11 or Pearl Harbor) might lead to air strikes against the attacker.  Even more likely given a U.S. military “way of warfare” that emphasizes multidimensional, “joint” operations is a massive conventional (i.e. non-nuclear) response against the attacker in all domains (air, land, sea, space), simultaneously. The possibility of “kinetic action” in response to cyber attack, or as part of offensive U.S. cyber operations, is part of the current (2006) National Military Strategy for Cyberspace Operations [5]: Of course, the possibility that a cyber attack on the U.S. could lead to a U.S. nuclear reply constitutes possibly the ultimate in “cross-domain response.”  And while this may seem far fetched, it has not been ruled out by U.S. defense policy makers and is, in fact, implied in current U.S. defense policy documents.  From the National Military Strategy of the United States (2004): “The term WMD/E relates to a broad range of adversary capabilities that pose potentially devastating impacts.  WMD/E includes chemical, biological, radiological, nuclear, and enhanced high explosive weapons as well as other, more asymmetrical ‘weapons’.   They may rely more on disruptive impact than destructive kinetic effects.  For example, cyber attacks on US commercial information systems or attacks against transportation networks may have a greater economic or psychological effect than a relatively small release of a lethal agent.” [6] The authors of a 2009 National Academies of Science report on cyberwarfare respond to this by saying, “Coupled with the declaratory policy on nuclear weapons described earlier, this statement implies that the United States will regard certain kinds of cyberattacks against the United States as being in the same category as nuclear, biological, and chemical weapons, and thus that a nuclear response to certain kinds of cyberattacks (namely, cyberattacks with devastating impacts) may be possible.  It also sets a relevant scale–a cyberattack that has an impact larger than that associated with a relatively small release of a lethal agent is regarded with the same or greater seriousness.” [7] Asked by the New York Times to comment on this, U.S. defense officials would not deny that nuclear retaliation remains an option for response to a massive cyberattack: “Pentagon and military officials confirmed that the United States reserved the option to respond in any way it chooses to punish an adversary responsible for a catastrophic cyberattack. While the options could include the use of nuclear weapons, officials said, such an extreme counterattack was hardly the most likely response.” [8] The rationale for this policy: “Thus, the United States never declared that it would be bound to respond to a Soviet and Warsaw Pact conventional invasion with only American and NATO conventional forces. The fear of escalating to a nuclear conflict was viewed as a pillar of stability and is credited with helping deter the larger Soviet-led conventional force throughout the cold war.  Introducing the possibility of a nuclear response to a catastrophic cyberattack would be expected to serve the same purpose.” [9] Non-unique, Dangerous, and In-credible? There are a couple of interesting things to note in response.  First is the development of a new acronym, WMD/E (weapons of mass destruction or effect).  Again, this acronym indicates a weakening of the requirement of physical impacts.  In this new definition, mass effects that are not necessarily physical, nor necessarily destructive, but possibly only disruptive economically or even psychologically (think “shock and awe”) are seen as equivalent to WMD.  This new emphasis on effects, disruption, and psychology reflects both contemporary, but also long-held beliefs within the U.S. defense community.  It reflects current thinking in U.S. military theory, in which it is said that U.S. forces should be able to “mass fires” and “mass effects” without having to physically “mass forces.”  There is a sliding scale in which the physical (often referred to as the “kinetic”) gradually retreats–i.e. massed forces are most physical; massed fire is less physical (for the U.S. anyway); and massed effects are the least physical, having as the ultimate goal Sun Tzu’s “pinnacle of excellence,” winning without fighting. But the emphasis on disruption and psychology in WMD/E has also been a key component of much of 20th century military thought in the West.  Industrial theories of warfare in the early 20th century posited that industrial societies were increasingly interdependent and reliant upon mass production, transportation, and consumption of material goods.  Both industrial societies and the material links that held them together, as well as industrial people and their own internal linkages (i.e. nerves), were seen as increasingly fragile and prone to disruption via attack with the latest industrial weapons: airplanes and tanks.  Once interdependent and fragile industrial societies were hopelessly disrupted via attack by the very weapons they themselves created, the nerves of modern, industrial men and women would be shattered, leading to moral and mental defeat and a loss of will to fight.  Current thinking about the possible dangers of cyber attack upon the U.S. are based on the same basic premises: technologically dependent and therefore fragile societies populated by masses of people sensitive to any disruption in expected standards of living are easy targets.  Ultimately, however, a number of researchers have pointed out the pseudo-psychological, pseudo-sociological, and a-historical (not to mention non-unique) nature of these assumptions. [10]  Others have pointed out that these assumptions did not turn out to be true during WWII strategic bombing campaigns, that modern, industrial societies and populations were far more resilient than military theorists had assumed. [11]  Finally, even some military theorists have questioned the assumptions behind cyber war, especially when assumptions about our own technology dependence-induced societal fragility (dubious on their own) are applied to other societies, especially non-Western societies (even more dubious). [12] Finally, where deterrence is concerned, it is important to remember that a deterrent has to be credible to be effective.  True, the U.S. retained nuclear weapons as a deterrent during the Cold War.  But, from the 1950s through the 1980s, there was increasing doubt among U.S. planners regarding the credibility of U.S. nuclear deterrence via the threat of “massive retaliation.”  As early as the 1950s it was becoming clear that the U.S. would be reluctant at best to actually follow through on its threat of massive retaliation.  Unfortunately, most money during that period had gone into building up the nuclear arsenal; conventional weapons had been marginalized.  Thus, the U.S. had built a force it was likely never to use.  So, the 1960s, 1970s, and 1980s saw the development of concepts like “flexible response” and more emphasis on building up conventional forces.  This was the big story of the 1980s and the “Reagan build-up” (not “Star Wars”).  Realizing that, after a decade of distraction in Vietnam, it was back in a position vis-a-viz the Soviets in Europe in which it would have to rely on nuclear weapons to offset its own weakness in conventional forces, a position that could lead only to blackmail or holocaust, the U.S. moved to create stronger conventional forces. [13]  Thus, the question where cyber war is concerned: If it was in-credible that the U.S. would actually follow through with massive retaliation after a Soviet attack on the U.S. or Western Europe, is it really credible to say that the U.S. would respond with nuclear weapons to a cyber attack, no matter how disruptive or destructive? Beyond credibility, deterrence makes many other assumptions that are problematic in the cyber war context.  It assumes an adversary capable of being deterred.  Can most of those who would perpetrate a cyber attack be deterred?  Will al-Qa’ida be deterred?  How about a band of nationalistic or even just thrill-seeker, bandwagon hackers for hire?  Second, it assumes clear lines of command and control.  Sure, some hacker groups might be funded and assisted to a great degree by states.  But ultimately, even cyber war theorists will admit that it is doubtful that states have complete control over their armies of hacker mercenaries.  How will deterrence play out in this kind of scenario? 

And attacks collapse military war fighting capability. 
Loudermilk 11 (Micah, Research Associate for the Energy & Environmental Security Policy program with the Institute for National Strategic Studies at National Defense University, Small Nuclear Reactors: Enabling Energy Security for Warfighters, Small Wars Journal, March 27th 2011, http://smallwarsjournal.com/blog/small-nuclear-reactors-enabling-energy-security-for-warfighters)

Last month, the Institute for National Strategic Studies at National Defense University released a report entitled Small Nuclear Reactors for Military Installations: Capabilities, Costs, and Technological Implications. Authored by Dr. Richard Andres of the National War College and Hanna Breetz from Harvard University, the paper analyzes the potential for the Department of Defense to incorporate small reactor technology on its domestic military bases and in forward operating locations. According to Andres and Breetz, the reactors have the ability to solve two critical vulnerabilities in the military's mission: the dependence of domestic bases on the civilian electrical grid and the challenge of supplying ample fuel to troops in the field. Though considerable obstacles would accompany such a move -- which the authors openly admit -- the benefits are significant enough to make the idea merit serious consideration. At its heart, a discussion about military uses of small nuclear reactors is really a conversation about securing the nation's war fighting capabilities. Although the point that energy security is national security has become almost redundant -- quoted endlessly in government reports, think tank papers, and the like -- it is repeated for good reason. Especially on the domestic front, the need for energy security on military bases is often overlooked. There is no hostile territory in the United States, no need for fuel convoys to constantly supply bases with fuel, and no enemy combatants. However, while bases and energy supplies are not directly vulnerable, the civilian electrical grid on which they depend for 99% of their energy use is -- and that makes domestic installations highly insecure. The U.S. grid, though a technological marvel, is extremely old, brittle, and susceptible to a wide variety of problems that can result in power outages -- the 2003 blackout throughout the Northeast United States is a prime example of this. In the past, these issues were largely limited to accidents including natural disasters or malfunctions, however today, intentional threats such as cyber attacks represent a very real and growing threat to the grid. Advances in U.S. military technology have further increased the risk that a grid blackout poses to the nation's military assets. As pointed out by the Defense Science Board, critical missions including national strategic awareness and national command authorities depend on the national transmission grid. Additionally, capabilities vital to troops in the field -- including drones and satellite intelligence/reconnaissance -- are lodged at bases within the United States and their loss due to a blackout would impair the ability of troops to operate in forward operating areas. Recognition of these facts led the Defense Science Board to recommend "islanding" U.S. military installations to mitigate the electrical grid's vulnerabilities. Although DOD has undertaken a wide array of energy efficiency programs and sought to construct renewable energy facilities on bases, these endeavors will fall far short of the desired goals and still leave bases unable to function in the event of long-term outages. As the NDU report argues though, small nuclear reactors have the potential to alleviate domestic base grid vulnerabilities. With a capacity of anywhere between 25 and 300 megawatts, small reactors possess sufficient generation capabilities to power any military installation, and most likely some critical services in the areas surrounding bases, should a blackout occur. Moreover, making bases resilient to civilian power outages would reduce the incentive for an opponent to disrupt the grid in the event of a conflict as military capabilities would be unaffected. Military bases are also secure locations, reducing the associated fears that would surely arise from the distribution of reactors across the country. Furthermore, small nuclear reactors, by design, are significantly safer than prior generations of reactors due to passive safety features, simplified designs, sealed reactor cores, and lower operational requirements. 

Conventional wars are inevitable --- ineffectiveness leads to major power aggression and violent competition.
Horowitz 9 (Michael C. Horowitz and Dan A. Shalmon, Professor of Political Science @ University of Pennsylvania & Senior Analyst @ Lincoln Group, LLC. The Future of War and American Military Strategy, Orbis, Spring 2009)

It is important to recognize at the outset two key points about United States strategy and the potential costs and benefits for the United States in a changing security environment. First, the United States is very likely to remain fully engaged in global affairs. Advocates of restraint or global withdrawal, while popular in some segments of academia, remain on the margins of policy debates in Washington D.C. This could always change, of course. However, at present, it is a given that the United States will define its interests globally and pursue a strategy that requires capable military forces able to project power around the world. Because ‘‘indirect’’ counter-strategies are the rational choice for actors facing a strong state’s power projection, irregular/asymmetric threats are inevitable given America’s role in the global order.24 Second, the worst-case scenario is a loss of U.S. conventional superiority. Losing military control of the sea and the air, ‘‘the global commons,’’25 would render American global strategy outmoded in an instant. The idea that the United States must improve its capacity to fight counterinsurgency operations presumes a need to do so beyond defending the homeland and that the United States will have the capacity to intervene in future conflicts around the world. However, while it seems unlikely at present, what if developments in warfare cut down and then eliminated the conventional military superiority of the United States? The loss of conventional military superiority by the United States would probably make the current strategic environment look like a picnic.26 For example, currently a Marine unit deploying to Afghanistan or Iraq focuses most on the post-deployment battlefield tasks. However, imagine a world where commanders and soldiers, like their World War II forbears, must fear being sunk on a transport ship or shot out of the sky on the way over, or being targeted by electronic, nanotechnological, or directed energy or precision guided munitions when preparing to search a village for insurgents.27 In such a strategic environment, overseas deployments to win hearts and minds in a low intensity war or wipe out radical jihadi groups would likely—and logically— take a backseat to more ‘‘traditional’’ concerns: convoys, tank battles, air and coastal defenses, and crash programs to build a new generation of naval and air weapons to take back the seas and skies. Meanwhile, in the interim, the United States homeland would be more at risk than at any point since the World War II—arguably more threatened than in its entire history. What John Mearsheimer has called the ‘‘stopping power of water’’ previously functioned to shield the United States, with its oceanic buffers to the east and west, from existential threats. However, in the information age and if the United States no longer controls the waterways of the world, water may not be enough. A world without American conventional military superiority would also encourage aggression by regional actors eager to settle scores and take advantage of the fact that the United States could no longer destroy their military forces at a low cost, to say nothing of the global dangers inherent in the competition among major powers that could result. The latter scenario is the worst case and it bears mentioning only because it should inform the framework in which any debate about defense strategy occurs.  Pg.  307-308 

Numerous conflict flashpoints result in great power conflict.  
Felzenberg 11 (*Alvin S. Felzenberg, Professorial Lecturer at The Elliott School of International Affairs at George Washington University, Presidential Historian and Adjunct Faculty Member at the Annenberg School for Communication at the University of Pennsylvania, former Fellow at the Institute of Politics at the John F. Kennedy School of Government at Harvard University, served as Principal Spokesman for the 9/11 Commission, holds a Ph.D. in Politics from Princeton University, **Alexander B. Gray, Student at the Elliott School of International Affairs at George Washington University and the War Studies Department of King’s College, London, The New Isolationism, The National Review, January 3rd 2011, http://www.nationalreview.com/articles/print/256150)

Anything Reps. Ron Paul (R., Tex.) and Barney Frank (D., Mass.) both support should give the rest of us pause. Their proposal to slash defense spending by $1 trillion over a decade — only the most recent joint effort by the new isolationists on the Left and Right to curtail American military strength around the world — is as foolhardy as it is unrealistic. Were such a policy enacted, the nation and the world would be set on a path not toward peace, but toward instability, conflict, and a lessening of freedom in many corners of the world.
As the deteriorating situation on the Korean peninsula reminds us, the security concerns of the United States do not disappear in times of economic distress. America’s interests, whether economic, strategic, diplomatic, or moral, cannot be set aside when Congress tires of them. The United States and the world paid a severe price for the ostrich-like behavior too many democratic nations exhibited during the 1920s and 1930s. Reps. Paul and Frank appear determined to repeat this mistake.
The United States continues to face an array of global challenges that require a modern, technologically superior military. It is very much in the interests of the United States to uphold the territorial integrity and economic independence of much of Asia, maintain the security of critical waterways such as the Strait of Hormuz, and protect American trade from pirates and terrorists worldwide. Rather than regard the nation’s defenses as a ready source of money available for diversion to domestic concerns, Congress and the president should identify the challenges America faces and assure that its military is able to meet them.
At its core, the Frank-Paul effort appears to be an attempt to prevent repetitions of wars the two congressmen regard as either unnecessary or faultily executed. But the United States has broader and more important long-run national-security concerns than Iraq and Afghanistan. As the U.S. became bogged down in those two countries, it began feeling strains elsewhere, precipitated by China, Russia, and potentially toxic menaces such as Iran and Venezuela.
Counterinsurgency warfare and Predator-drone strikes against transnational terrorists certainly defined much of the last decade. But the next decade will witness increasing competition among nation-states for control of valuable resources and the exertion of influence worldwide.
Russia, through its control of vital energy pipelines, seeks to draw Western Europe more closely into its orbit, thereby weakening the latter’s historical ties to the United States. By taking a similar approach to Ukraine, Kyrgyzstan, Georgia, the Baltics, and Moldova, Russia is on the verge of re-colonizing economically many of its former satellites. 
China, while continuing to upgrade its naval capabilities, grows increasingly assertive. In pursuit of its own Monroe Doctrine for East Asia, Beijing has proclaimed its sovereignty over the entire South China Sea, menaced neighbors from India to Vietnam, used its economic muscle to intimidate Japan, and increased its threats against Taiwan. China’s leaders have been studying the writings of the 19th-century American naval theorist Alfred Thayer Mahan, who demonstrated the connection between sea power and economic strength. At the turn of the last century, Theodore Roosevelt found in Mahan the blueprint for achieving unprecedented American influence in world affairs. His efforts to build both a strong navy and a sound economy ushered in the “American century,” the period in which the United States became a force for good throughout the world and a beacon of hope for those yearning to breathe free.
In pursuing a “blue-water” ocean-going navy capable of supporting their expanding global economic ambitions, the Chinese are acting from a desire to defend their nation’s trade and access to world markets, with a focus on energy supplies. It is critical that the Chinese — who are closely studying both Mahan’s writings and the history of the Monroe Doctrine — and Americans who see Chinese hegemony over Asia as either inevitable or a price they are willing to pay in exchange for slashing defense spending not draw the wrong lessons from history. Both sides should understand that it was not American might that gave the Monroe Doctrine force, but the then all-powerful British navy. For much of the 19th century, Great Britain had reasons of its own for keeping other nations out of the Western Hemisphere and for wanting to see the United States develop internally.
If appropriately funded, the United States Navy has the capacity to play a similar role in China’s rise — perhaps, in the process, influencing how China develops. Should China conclude that the United States intends to remain a visible and active presence in the region, it will respond accordingly. Acting together, the two nations might embark on a series of cooperative ventures designed to help assure a steady flow of trade and an unimpeded exchange of people, goods, and ideas. They can also work together to combat a rise in piracy and terrorism in Asia and elsewhere and to respond to humanitarian crises, like the 2004 Indian Ocean tsunami. For its part, China, should it continue to hold North Korea in check, will achieve some of the status it seeks as a rising world power, with commensurate influence on the world stage. 
Should China conclude, on the other hand, that the United States intends to turn inward, it may grow even more ambitious and assertive in its region and beyond, potentially menacing world peace. Its smaller neighbors nervously wait to see how the United States will respond to China’s growing assertiveness. Should they come to believe that the U.S. is in retreat, they will make their own accommodations with Beijing. That result would wreak irreparable damage both to America’s economy and to its security. 
Messrs. Frank and Paul and their supporters have taken it into their minds that a reduced American presence in world affairs, particularly where the military is involved, would be a good thing. They had better think again: World politics, like nature, is hardly prone to respect vacuums. Iran and Venezuela remain as bellicose and destabilizing as ever, in spite of two years of Obama “engagement.” Iran squats beside the Strait of Hormuz, through which much of the world’s energy supply travels. Iran has also, the original Monroe Doctrine be damned, extended its military cooperation with Hugo Chávez’s authoritarian regime. Evidence is strong that Venezuela is providing sanctuary for Hezbollah terrorists in South America. The alliance of these two anti-American and increasingly menacing states could pose a threat to the United States of a kind that would make us nostalgic for the Cuban Missile Crisis.
Faced with such challenges, the United States can ill afford military retrenchment as advocated by the new isolationists. While waste in the Pentagon’s budget can and should be cut, the new isolationists want to do it with a chainsaw when a scalpel is needed. In the last decade, the U.S. Navy’s fleet has shrunk to its smallest size since the 19th century, just as potential rivals such as China have not only expanded theirs but have begun to target perceived American maritime vulnerabilities. The U.S. Air Force is fielding an aging and shrinking force, while China is developing an advanced fighter for sale to adversaries of America, including Iran.
A world in which the United States willingly ceded power and influence would both be more dangerous and prove less receptive to values that most Americans share, such as respect for human rights, the need to restrain governments through the rule of law, and the sanctity of contracts. By reducing its military strength to alarmingly low levels, the United States would create dangerous power vacuums around the world that other nations, with entirely different values, would be only too happy to fill. That, as history shows, would make war more, rather than less, likely. Congress and the president would do well to reflect on those lessons and remember their duty to provide a dominant American military presence on land, at sea, and in the air.
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Advantage Two – Warming

Warming is real and anthropogenic and reversible if we start mitigation now. 
Nuccitelli 11 (Dana Nuccitelli is an environmental scientist at a private environmental consulting firm in the Sacramento, California area. He has a Bachelor's Degree in astrophysics from the University of California at Berkeley, and a Master's Degree in physics from the University of California at Davis. He has been researching climate science, economics, and solutions as a hobby since 2006, and has contributed to Skeptical Science since September, 2010., Updated 2011, Originally Posted 9/24/2010, “The Big Picture”, http://www.skepticalscience.com/big-picture.html)

The Earth is Warming We know the planet is warming from surface temperature stations and satellites measuring the temperature of the Earth's surface and lower atmosphere. We also have various tools which have measured the warming of the Earth's oceans. Satellites have measured an energy imbalance at the top of the Earth's atmosphere. Glaciers, sea ice, and ice sheets are all receding. Sea levels are rising. Spring is arriving sooner each year. There's simply no doubt - the planet is warming (Figure 1). Global Warming Continues And yes, the warming is continuing. The 2000s were hotter than the 1990s, which were hotter than the 1980s, which were hotter than the 1970s. 2010 tied for the hottest year on record. The 12-month running average global temperature broke the record three times in 2010, according to NASA Goddard Institute for Space Studies (GISS) data. Sea levels are still rising, ice is still receding, spring is still coming earlier, there's still a planetary energy imbalance, etc. etc. Contrary to what some would like us to believe, the planet has not magically stopped warming. Those who argue otherwise are confusing short-term noise with long-term global warming (Figure 2). Foster and Rahmstorf (2011) showed that when we filter out the short-term effects of the sun, volcanoes, and El Niño cycles, the underlying man-made global warming trend becomes even more clear (Figure 3). For as much as atmospheric temperatures are rising, the amount of energy being absorbed by the planet is even more striking when one looks into the deep oceans and the change in the global heat content (Figure 4). Humans are Increasing Atmospheric Greenhouse Gases The amount of greenhouse gases in the atmosphere - particularly carbon dioxide (CO2) - has been rising steadily over the past 150 years. There are a number of lines of evidence which clearly demonstrate that this increase is due to human activities, primarily burning fossil fuels. The most direct of evidence involves simple accounting. Humans are currently emitting approximately 30 billion tons of CO2 per year, and the amount in the atmosphere is increasing by about 15 billion tons per year. Our emissions have to go somewhere - half goes into the atmosphere, while the other half is absorbed by the oceans (which is causing another major problem - ocean acidification). We also know the atmospheric increase is from burning fossil fuels because of the isotopic signature of the carbon in the atmosphere. Carbon comes in three different isotopes, and plants have a preference for the lighter isotopes. So if the fraction of lighter carbon isotopes in the atmosphere is increasing, we know the increase is due to burning plants and fossil fuels, and that is what scientists observe. The fact that humans are responsible for the increase in atmospheric CO2 is settled science. The evidence is clear-cut. Human Greenhouse Gases are Causing Global Warming There is overwhelming evidence that humans are the dominant cause of the recent global warming, mainly due to our greenhouse gas emissions. Based on fundamental physics and math, we can quantify the amount of warming human activity is causing, and verify that we're responsible for essentially all of the global warming over the past 3 decades. The aforementioned Foster and Rahmstorf (2011) found a 0.16°C per decade warming trend since 1979 after filtering out the short-term noise. In fact we expect human greenhouse gas emissions to cause more warming than we've thus far seen, due to the thermal inertia of the oceans (the time it takes to heat them). Human aerosol emissions are also offsetting a significant amount of the warming by causing global dimming. Huber and Knutti (2011) found that human greenhouse gas emissions have caused 66% more global warming than has been observed since the 1950s, because the cooling effect of human aerosol emissions have offset about 44% of that warming. They found that overall, human effects are responsible for approximately 100% of the observed global warming over the past 60 years (Figure 5). There are also numerous 'fingerprints' which we would expect to see from an increased greenhouse effect (i.e. more warming at night, at higher latitudes, upper atmosphere cooling) that we have indeed observed (Figure 6). Climate models have projected the ensuing global warming to a high level of accuracy, verifying that we have a good understanding of the fundamental physics behind climate change. Sometimes people ask "what would it take to falsify the man-made global warming theory?". Well, basically it would require that our fundamental understanding of physics be wrong, because that's what the theory is based on. This fundamental physics has been scrutinized through scientific experiments for decades to centuries. The Warming will Continue We also know that if we continue to emit large amounts of greenhouse gases, the planet will continue to warm. We know that the climate sensitivity to a doubling of atmospheric CO2 from the pre-industrial level of 280 parts per million by volume (ppmv) to 560 ppmv (we're currently at 390 ppmv) will cause 2–4.5°C of warming. And we're headed for 560 ppmv in the mid-to-late 21st century if we continue business-as-usual emissions. The precise sensitivity of the climate to increasing CO2 is still fairly uncertain: 2–4.5°C is a fairly wide range of likely values. However, even if we're lucky and the climate sensitivity is just 2°C for doubled atmospheric CO2, if we continue on our current emissions path, we will commit ourselves to that amount of warming (2°C above pre-industrial levels) within the next 75 years. The Net Result will be Bad There will be some positive results of this continued warming. For example, an open Northwest Passage, enhanced growth for some plants and improved agriculture at high latitudes (though this will require use of more fertilizers), etc. However, the negatives will almost certainly outweigh the positives, by a long shot. We're talking decreased biodiversity, water shortages, increasing heat waves (both in frequency and intensity), decreased crop yields due to these impacts, damage to infrastructure, displacement of millions of people, etc. Arguments to the contrary are superficial One thing I've found in reading skeptic criticisms of climate science is that they're consistently superficial. For example, the criticisms of James Hansen's 1988 global warming projections never go beyond "he was wrong," when in reality it's important to evaluate what caused the discrepancy between his projections and actual climate changes, and what we can learn from this. And those who argue that "it's the Sun" fail to comprehend that we understand the major mechanisms by which the Sun influences the global climate, and that they cannot explain the current global warming trend. And those who argue "it's just a natural cycle" can never seem to identify exactly which natural cycle can explain the current warming, nor can they explain how our understanding of the fundamental climate physics is wrong. There are legitimate unresolved questions Much ado is made out of the expression "the science is settled." The science is settled in terms of knowing that the planet is warming rapidly, and that humans are the dominant cause. There are certainly unresolved issues. As noted above, there's a big difference between a 2°C and a 4.5°C warming for a doubling of atmospheric CO2, and it's an important question to resolve, because we need to know how fast the planet will warm in order to know how fast we need to reduce our greenhouse gas emissions. There are significant uncertainties in some feedbacks which play into this question. For example, will clouds act as a net positive feedback (by trapping more heat, causing more warming) or negative feedback (by reflecting more sunlight, causing a cooling effect) as the planet continues to warm? And exactly how much global warming is being offset by human aerosol emissions? These are the sorts of questions we should be debating, and the issues that most climate scientists are investigating. Unfortunately there is a there is a very vocal contingent of people determined to continue arguing the resolved questions for which the science has already been settled. And when climate scientists are forced to respond to the constant propagation of misinformation on these settled issues, it just detracts from our investigation of the legitimate, unresolved, important questions. Smart Risk Management Means Taking Action People are usually very conservative when it comes to risk management. Some of us buy fire insurance for our homes when the risk of a house fire is less than 1%, for example. When it comes to important objects like cars and homes, we would rather be safe than sorry. But there is arguably no more important object than the global climate. We rely on the climate for our basic requirements, like having enough accessible food and water. Prudent risk management in this case is clear. The scientific evidence discussed above shows indisputably that there is a risk that we are headed towards very harmful climate change. There are uncertainties as to how harmful the consequences will be, but uncertainty is not a valid reason for inaction. There's very high uncertainty whether I'll ever be in a car accident, but it would be foolish of me not to prepare for that possibility by purchasing auto insurance. Moreover, uncertainty cuts both ways, and it's just as likely that the consequences will be worse than we expect as it is that the consequences won't be very bad. We Can Solve the Problem The good news is that we have the tools we need to mitigate the risk posed by climate change. A number of plans have been put forth to achieve the necessary greenhouse gas emissions cuts (i.e. here and here and here). We already have all the technology we need. Opponents often argue that mitigating global warming will hurt the economy, but the opposite is true. Those who argue that reducing emissions will be too expensive ignore the costs of climate change - economic studies have consistently shown that mitigation is several times less costly than trying to adapt to climate change (Figure 7). This is why there is a consensus among economists with expertise in climate that we should put a price on carbon emissions (Figure 8). should US reduce emissions The Big Picture The big picture is that we know the planet is warming, humans are causing it, there is a substantial risk to continuing on our current path, but we don't know exactly how large the risk is. However, uncertainty regarding the magnitude of the risk is not an excuse to ignore it. We also know that if we continue on a business-as-usual path, the risk of catastrophic consequences is very high. In fact, the larger the uncertainty, the greater the potential for the exceptionally high risk scenario to become reality. We need to continue to decrease the uncertainty, but it's also critical to acknowledge what we know and what questions have been resolved, and that taking no action is not an option. The good news is that we know how to solve the problem, and that doing so will minimize the impact not only on the climate, but also on the economy. The bottom line is that from every perspective - scientific, risk management, economic, etc. - there is no reason not to immeditately take serious action to mitigate climate change, and failing to do so would be exceptionally foolish.

SMRs are the only source that can resolve the magnitude of warming.  
Palley 11 (Reese Palley, The London School of Economics,  2011, The Answer: Why Only Inherently Safe, Mini Nuclear Power Plans Can Save Our World, p. 186-90)

The central investigation of this book has been directed at the scale of the nuclear industry. The book has argued that all anthropogenic challenges that put in question continued human existence on Earth are a matter of scale. It was nature’s unanticipated success with her human experiment, the evolutionary choice of brains over brawn, setting in motion the underlying scale problems that opened our Pandora’s box of calamities. The history of man on Earth can best be viewed as a race between population and resources in which, for some millennia, population expansion leads and the Earth’s resources have been straining to catch up. When population bloomed from 100 million brainy humans to a billion, the problems of scale emerged as the price we had to pay for success as a species. The conversion of forests to agriculture, responding to the need to feed a burgeoning population, initiated the emerging problem of scale. The elimination of oxygen-emitting forests was mitigated to a large measure in the beginning of our population growth by the slow rate of change of the deforestation, which allowed an absorbable increase of CO2 in the atmosphere. Natural processes, such as the ability of the oceans to take up CO2, tamped down global warming. But as the scale of the release of warming gases exploded a few hundred years ago, our remaining forests and our seas, our first line of defense against CO2 imbalance, could not cope and the level of CO2 has risen alarmingly each year since 1800. When human population climbed from a billion to six billion and these six billion reveled in the enormous energy content of coal, the scenario for disaster on a global scale came into play. The impact of the loss of forest paled in comparison to the havoc that the use of fossil fuels represented. In a world that was hungry for energy and, not incidentally, living on a Malthusian edge of food supply, coal burst upon us as manna from heaven. Coal was everywhere, easy to mine, and in enormous, almost unending supply It generated the cheap heat needed to run the engines of early industrialization. An unintended Faustian bargain was struck. The immediate cost of coal in the cities, dirt and pollution, were not out of sync with what urban man had lived with for centuries. It was beyond the science and the understanding of the time that burning vast millennial coal deposits would do little more than discommode the proximate few and benefit many. Again it was not the burning, it was the scale of the burning that dumped billions of tons of CO2 into the atmosphere. We are now presented with a horrendous invoice that must be paid if we are to survive in anywhere near the comfort to which we have become accustomed. It has been the intent of this book to argue that the scale of the warming catastrophe must be viewed primarily in terms of the continuing flow of CO2 into the atmosphere. Every possible source of CO2, no matter how small, must be identified and interdicted, since every fourth molecule of the gas will remain with us as a climate moderator for thousands of years. What we find is that all of the sources of energy including so-called green energy are CO2-culpable and that each, in spite of claims to the contrary, adds its tiny mite or enormous mass to the climate changes looming in man’s future. The book argues that the scale of the consumption of fossil fuels is clearly unsustainable and, more to the point, that the feeble attempts to restrict CO2 production are little more than a glossing over of the problem. Capping but not ending production of greenhouse gases only magnifies the unthinkable future costs of bringing the level of CO2 and other greenhouse gases back into balance. Logic dictates that merely limiting greenhouse gases pushes possible solutions farther and farther into the future and does little to mitigate the difficulties that will arise in the near future. Logic dictates that our reasonably comfortable survival depends on the immediate and total cessation of increases to parts per million of CO2 in the air. Logic dictates that if we are to continue to enjoy the level of comfort, wealth, and ease afforded us since the beginning of the twentieth century we must not only halt the increase but commence the actual decrease of warming gases at work in the atmosphere. That conclusion brings the book to the problems and the solutions inherent in nuclear power, the only energy source that can guarantee us a reasonable future that might be resistant to CO2 warming. Here the argument returns once again to the problem of scale of nuclear reactors, especially as the size of these reactors is related to the brief time left to us to get a grip on calamitous climate changes. The beginnings of nuclear energy lay in the demands of war. The battle between good and evil characterized by the Second World War gave hurried birth to a discovery that had the inherent power to both destroy and salvage. The power to destroy required plutonium on an enormous scale, which was projected forward into the postwar development of civilian reactors. The demand for scarce plutonium for the bombs of the cold war defined the type of reactors that were being developed. These were the breeder reactors, which spewed out plutonium measured in tons that had previously been available only in ounces, and would continue to do so when the wartime need was far behind us. What was once precious, rare, and desirable has become dangerous nuclear waste, and the imperfectly perceived scale of the waste problem has seriously inhibited the logical growth and development of nuclear power. By some unthinkable universal coincidence, nuclear power became available to man for war at the same time that it could prove to be the solution to man’s greatest peacetime challenge. But the gigawatt nuclear power plants that emerged from the war had within them the seeds of their own severe limitation. The scale of the risks, real and imagined, grew exponentially as the scale of energy output grew only linearly. These risks, some merely perceived, some dangerously real and some financial, have conspired to restrict the enormous expansion of nuclear power that is needed to quickly replace our present consumption of energy from fossil fuels. The present rate of replacement of fossil with nuclear sources is at a pace that will have little impact on ultimately dealing with the CO2 imbalance. This slow rate of change is compounded of public fears, bureaucratic regulatory mechanisms resistant to novel solutions, and a private capital market that is unable to conjure with the imagined and real risks of the huge gigawatt reactors that dominate the industry. It is a Gordian knot that cannot be unraveled but which can only be cut by a political sword that, alas, still lacks the edge to do the job. By another rare act of cosmic fortuity, there is a parallel existing nuclear technology that, barring political interference, is capable of addressing the scale problems inherent in gigawatt reactors. From the beginning of the nuclear era, researchers such as Weinberg and Wigner and Teller developed small, inherently safe nuclear reactors that did not breed plutonium. This was reason enough for the military, balancing urgent demands on research and development budgets, to consign the concept of “smaller and safer is better” to dusty shelves in our national science attic. This book has argued that small reactors, that produce a tenth of the energy of the giants also generate inordinately less of the risk that inhibits growth of the industry. Construction of small reactors is a fraction of the cost of construction of gigawatt reactors. Thus the number of years that scarce capital is tied up and at risk is substantially reduced. The book argues that a 100 MWe reactor88 is a much bigger hardware bargain than a gigawatt reactor, which, from start to output, can cost $15 billion. It is not only the hardware costs that contribute to the devilish details of risk. The problem is the inability of the market to accurately or even approximately estimate the real cost of the capital that would be tied up for over a decade in a project that, through technological advancements, could be obsolete before it ever joins the grid.

The ability of SMRs to solve warming outweighs any associated safety concerns. 
Nordhaus 12 (Michael Shellenberger, Jessica Lovering, Founder of the Breakthrough Institute, graduate of Earlham College and holds a masters degree in cultural anthropology from the University of California, Santa Cruz, "New Nukes: Why We Need Radical Innovation to Make New Nuclear Energy Cheap", September 11, http://thebreakthrough.org/index.php/programs/energy-and-climate/new-nukes/)

Arguably, the biggest impact of Fukushima on the nuclear debate, ironically, has been to force a growing number of pro-nuclear environmentalists out of the closet, including us. The reaction to the accident by anti-nuclear campaigners and many Western publics put a fine point on the gross misperception of risk that informs so much anti-nuclear fear. Nuclear remains the only proven technology capable of reliably generating zero-carbon energy at a scale that can have any impact on global warming. Climate change -- and, for that matter, the enormous present-day health risks associated with burning coal, oil, and gas -- simply dwarf any legitimate risk associated with the operation of nuclear power plants. About 100,000 people die every year due to exposure to air pollutants from the burning of coal. By contrast, about 4,000 people have died from nuclear energy -- ever -- almost entirely due to Chernobyl. But rather than simply lecturing our fellow environmentalists about their misplaced priorities, and how profoundly inadequate present-day renewables are as substitutes for fossil energy, we would do better to take seriously the real obstacles standing in the way of a serious nuclear renaissance. Many of these obstacles have nothing to do with the fear-mongering of the anti-nuclear movement or, for that matter, the regulatory hurdles imposed by the U.S. Nuclear Regulatory Commission and similar agencies around the world. As long as nuclear technology is characterized by enormous upfront capital costs, it is likely to remain just a hedge against overdependence on lower-cost coal and gas, not the wholesale replacement it needs to be to make a serious dent in climate change. Developing countries need large plants capable of bringing large amounts of new power to their fast-growing economies. But they also need power to be cheap. So long as coal remains the cheapest source of electricity in the developing world, it is likely to remain king. The most worrying threat to the future of nuclear isn't the political fallout from Fukushima -- it's economic reality. Even as new nuclear plants are built in the developing world, old plants are being retired in the developed world. For example, Germany's plan to phase-out nuclear simply relies on allowing existing plants to be shut down when they reach the ends of their lifetime. Given the size and cost of new conventional plants today, those plants are unlikely to be replaced with new ones. As such, the combined political and economic constraints associated with current nuclear energy technologies mean that nuclear energy's share of global energy generation is unlikely to grow in the coming decades, as global energy demand is likely to increase faster than new plants can be deployed. To move the needle on nuclear energy to the point that it might actually be capable of displacing fossil fuels, we'll need new nuclear technologies that are cheaper and smaller. Today, there are a range of nascent, smaller nuclear power plant designs, some of them modifications of the current light-water reactor technologies used on submarines, and others, like thorium fuel and fast breeder reactors, which are based on entirely different nuclear fission technologies. Smaller, modular reactors can be built much faster and cheaper than traditional large-scale nuclear power plants. Next-generation nuclear reactors are designed to be incapable of melting down, produce drastically less radioactive waste, make it very difficult or impossible to produce weapons grade material, use less water, and require less maintenance. Most of these designs still face substantial technical hurdles before they will be ready for commercial demonstration. That means a great deal of research and innovation will be necessary to make these next generation plants viable and capable of displacing coal and gas. The United States could be a leader on developing these technologies, but unfortunately U.S. nuclear policy remains mostly stuck in the past. Rather than creating new solutions, efforts to restart the U.S. nuclear industry have mostly focused on encouraging utilities to build the next generation of large, light-water reactors with loan guarantees and various other subsidies and regulatory fixes. With a few exceptions, this is largely true elsewhere around the world as well. Nuclear has enjoyed bipartisan support in Congress for more than 60 years, but the enthusiasm is running out. The Obama administration deserves credit for authorizing funding for two small modular reactors, which will be built at the Savannah River site in South Carolina. But a much more sweeping reform of U.S. nuclear energy policy is required. At present, the Nuclear Regulatory Commission has little institutional knowledge of anything other than light-water reactors and virtually no capability to review or regulate alternative designs. This affects nuclear innovation in other countries as well, since the NRC remains, despite its many critics, the global gold standard for thorough regulation of nuclear energy. Most other countries follow the NRC's lead when it comes to establishing new technical and operational standards for the design, construction, and operation of nuclear plants. What's needed now is a new national commitment to the development, testing, demonstration, and early stage commercialization of a broad range of new nuclear technologies -- from much smaller light-water reactors to next generation ones -- in search of a few designs that can be mass produced and deployed at a significantly lower cost than current designs. This will require both greater public support for nuclear innovation and an entirely different regulatory framework to review and approve new commercial designs. In the meantime, developing countries will continue to build traditional, large nuclear power plants. But time is of the essence. With the lion's share of future carbon emissions coming from those emerging economic powerhouses, the need to develop smaller and cheaper designs that can scale faster is all the more important. A true nuclear renaissance can't happen overnight. And it won't happen so long as large and expensive light-water reactors remain our only option. But in the end, there is no credible path to mitigating climate change without a massive global expansion of nuclear energy. If you care about climate change, nothing is more important than developing the nuclear technologies we will need to get that job done.

The impact of warming is greater than all others. No humans will survive.  
Brandenberg 99 (John & Monica Paxson, Visiting Prof. Researcher @ Florida Space Institute, Physicist Ph.D., Science Writer, Dead Mars Dying Earth, Pg 232-233)

The ozone hole expands, driven by a monstrous synergy with global warming that puts more catalytic ice crystals into the stratosphere, but this affects the far north and south and not the major nations’ heartlands. The seas rise, the tropics roast but the media networks no longer cover it. The Amazon rainforest becomes the Amazon desert. Oxygen levels fall, but profits rise for those who can provide it in bottles. An equatorial high-pressure zone forms, forcing drought in central Africa and Brazil, the Nile dries up and the monsoons fail.  Then inevitably, at some unlucky point in time, a major unexpected event occurs—a major volcanic eruption, a sudden and dramatic shift in ocean circulation or a large asteroid impact (those who think freakish accidents do not occur have paid little attention to life or Mars), or a nuclear war that starts between Pakistan and India and escalates to involve China and Russia . . . Suddenly the gradual climb in global temperatures goes on a mad excursion as the oceans warm and release large amounts of dissolved carbon dioxide from their lower depths into the atmosphere. Oxygen levels go down precipitously as oxygen replaces lost oceanic carbon dioxide. Asthma cases double and then double again. Now a third of the world fears breathing. As the oceans dump carbon dioxide, the greenhouse effect increases, which further warms the oceans, causing them to dump even more carbon. Because of the heat, plants die and burn in enormous fires, which release more carbon dioxide, and the oceans evaporate, adding more water vapor to the greenhouse. Soon, we are in what is termed a runaway greenhouse effect, as happened to Venus eons ago. The last two surviving scientists inevitably argue, one telling the other, “See! I told you the missing sink was in the ocean!” Earth, as we know it, dies. After this Venusian excursion in temperatures, the oxygen disappears into the soil, the oceans evaporate and are lost and the dead Earth loses its ozone layer completely. Earth is too far from the Sun for it to be the second Venus for long. Its atmosphere is slowly lost—as is its water—because of ultraviolet bombardment breaking up all the molecules apart from carbon dioxide. As the atmosphere becomes thin, the Earth becomes colder. For a short while temperatures are nearly normal, but the ultraviolet sears any life that tries to make a comeback. The carbon dioxide thins out to form a thin veneer with a few wispy clouds and dust devils. Earth becomes the second Mars—red, desolate, with perhaps a few hardy microbes surviving.

Err on the side of caution—every increase in CO2 must be resisted.
Pittock, 10—led the Climate Impact Group in CSIRO until his retirement in 1999. He contributed to or was the lead author of all four major reports of the Intergovernmental Panel on Climate Change. He was awarded a Public Service Medal in 1999 and is CSIRO Honorary Fellow. (Barrie, Climate Change: The Science, Impacts, and Solutions, 2010, pg. 326)

It is absolutely crucial that options for reducing greenhouse gas emissions be pursued with a real sense of urgency. Every extra tonne of carbon dioxide placed into the atmosphere increases the very real risk of dangerous climate change, and nobody will escape the direct or indirect consequences. We are in danger of inadvertently tripping the 'on' switch to disaster, with an inevitably long delay before it can be turned off again. What is done now that enhances climate change cannot be easily undone, so we should err on the side of caution. But it is not all doom and gloom: we can save the day. As we have seen earlier in this book, the technology already exists to rapidly reduce emissions via large investments in energy efficiency (which saves money) and renewable base-load power (which will rapidly come down in price as it is scaled up). Supplemented later this century by large-scale carbon capture and sequestration and (if necessary) by safe nuclear power, the peak in greenhouse gas concentrations can be minimised and then brought down. We need to reduce carbon emissions, and we need to do it fast. Although we are facing an emergency, with an appropriate allocation of ingenuity and resources, together we can do it. We owe that, at least, to our children.

The plan results in global SMR exports – massively reduces emissions. 
Rosner 11 (Robert – Past Director of the Argonne National Laboratory, The William E. Wrather Distinguished Service Professor @ the Departments of Astronomy and Astrophysics and Physics, Enrico Fermi Institute, and the College, Senior Fellow @ the Computation Institute (CI), Stephen Goldberg – Special assistant to the director at Argonne National Laboratory, Small Modular Reactors – Key to Future Nuclear Power Generation in the U.S., Energy Policy Institute at Chicago The Harris School of Public Policy Studies, Technical Paper, November 2011)

As stated earlier, SMRs have the potential to achieve significant greenhouse gas emission reductions. They could provide alternative baseload power generation to facilitate the retirement of older, smaller, and less efficient coal generation plants that would, otherwise, not be good candidates for retrofitting carbon capture and storage technology. They could be deployed in regions of the U.S. and the world that have less potential for other forms of carbon-free electricity, such as solar or wind energy. There may be technical or market constraints, such as projected electricity demand growth and transmission capacity, which would support SMR deployment but not GW-scale LWRs. From the on-shore manufacturing perspective, a key point is that the manufacturing base needed for SMRs can be developed domestically. Thus, while the large commercial LWR industry is seeking to transplant portions of its supply chain from current foreign sources to the U.S., the SMR industry offers the potential to establish a large domestic manufacturing base building upon already existing U.S. manufacturing infrastructure and capability, including the Naval shipbuilding and underutilized domestic nuclear component and equipment plants. The study team learned that a number of sustainable domestic jobs could be created – that is, the full panoply of design, manufacturing, supplier, and construction activities – if the U.S. can establish itself as a credible and substantial designer and manufacturer of SMRs. While many SMR technologies are being studied around the world, a strong U.S. commercialization program can enable U.S. industry to be first to market SMRs, thereby serving as a fulcrum for export growth as well as a lever in influencing international decisions on deploying both nuclear reactor and nuclear fuel cycle technology. A viable U.S.-centric SMR industry would enable the U.S. to recapture technological leadership in commercial nuclear technology, which has been lost to suppliers in France, Japan, Korea, Russia, and, now rapidly emerging, China.


Solvency
Plan --- The United States federal government should remove its restrictions external to a fast track licensing process for small modular reactors and obtain, through power purchasing agreements, electricity from small modular reactors for military instillations in the United States.

Contention Three – Solvency

Military action is necessary---it shapes technology development and overcomes market failures---that's key to commercialization.
Andres 11 (*Richard B. – Professor of National Security Strategy at the National War College and a Senior Fellow and Energy and Environmental Security and Policy Chair in the Center for Strategic Research, Institute for National Strategic Studies, at the National Defense University, **Hanna L. Breetz – Doctoral candidate in the Department of Political Science at The Massachusetts Institute of Technology, Small Nuclear Reactors for Military Installations: Capabilities, Costs, and Technological Implications, Strategic Forum, National Defense University, Institute for National Strategic Studies, February 2011, http://www.ndu.edu/press/lib/pdf/StrForum/SF-262.pdf)

DoD as first Mover Thus far, this paper has reviewed two of DOD’s most pressing energy vulnerabilities—grid insecurity and fuel convoys—and explored how they could be addressed by small reactors. We acknowledge that there are many un- certainties and risks associated with these reactors. On the other hand, failing to pursue these technologies raises its own set of risks for DOD, which we review in this section: first, small reactors may fail to be commercialized in the United States; second, the designs that get locked in by the private market may not be optimal for DOD’s needs; and third, expertise on small reactors may become concentrated in foreign countries. By taking an early “first mover” role in the small reactor market, DOD could mitigate these risks and secure the long-term availability and appropriateness of these technologies for U.S. military applications. The “Valley of Death.” Given the promise that small reactors hold for military installations and mo- bility, DOD has a compelling interest in ensuring that they make the leap from paper to production. How- ever, if DOD does not provide an initial demonstration and market, there is a chance that the U.S. small reactor industry may never get off the ground. The leap from the laboratory to the marketplace is so difficult to bridge that it is widely referred to as the “Valley of Death.” Many promising technologies are never commercialized due to a variety of market failures— including technical and financial uncertainties, information asymmetries, capital market imperfections, transaction costs, and environmental and security externalities—that impede financing and early adoption and can lock innovative technologies out of the marketplace.28 In such cases, the Government can help a worthy technology to bridge the Valley of Death by accepting the first mover costs and demonstrating the technology’s scientific and economic viability.29 Historically, nuclear power has been “the most clear-cut example . . . of an important general-purpose technology that in the absence of military and defense-related procurement would not have been developed at all.”30 Government involvement is likely to be crucial for innovative, next-generation nuclear technology as well. Despite the widespread revival of interest in nu- clear energy, Daniel Ingersoll has argued that radically innovative designs face an uphill battle, as “the high capital cost of nuclear plants and the painful lessons learned during the first nuclear era have created a prevailing fear of first-of-a-kind designs.”31 In addition, Massachusetts Institute of Technology reports on the Future of Nuclear Power called for the Government to provide modest “first mover” assistance to the private sector due to several barriers that have hindered the nu- clear renaissance, such as securing high up-front costs of site-banking, gaining NRC certification for new technologies, and demonstrating technical viability.32 It is possible, of course, that small reactors will achieve commercialization without DOD assistance. As discussed above, they have garnered increasing attention in the energy community. Several analysts have even ar- gued that small reactors could play a key role in the sec- ond nuclear era, given that they may be the only reactors within the means of many U.S. utilities and developing countries.33 However, given the tremendous regulatory hurdles and technical and financial uncertainties, it appears far from certain that the U.S. small reactor industry will take off. If DOD wants to ensure that small reactors are available in the future, then it should pursue a leadership role now. Technological Lock-in. A second risk is that if small reactors do reach the market without DOD assistance, the designs that succeed may not be optimal for DOD’s applications. Due to a variety of positive feedback and increasing returns to adoption (including dem- onstration effects, technological interdependence, net- work and learning effects, and economies of scale), the designs that are initially developed can become “locked in.”34 Competing designs—even if they are superior in some respects or better for certain market segments— can face barriers to entry that lock them out of the mar- ket. If DOD wants to ensure that its preferred designs are not locked out, then it should take a first mover role on small reactors. It is far too early to gauge whether the private market and DOD have aligned interests in reactor de- signs. On one hand, Matthew Bunn and Martin Ma- lin argue that what the world needs is cheaper, safer, more secure, and more proliferation-resistant nuclear reactors; presumably, many of the same broad qualities would be favored by DOD.35 There are many varied market niches that could be filled by small reactors, because there are many different applications and set- tings in which they can be used, and it is quite pos- sible that some of those niches will be compatible with DOD’s interests.36 On the other hand, DOD may have specific needs (transportability, for instance) that would not be a high priority for any other market segment. Moreover, while DOD has unique technical and organizational capabilities that could enable it to pursue more radically innovative reactor lines, DOE has indicated that it will focus its initial small reactor deployment efforts on LWR designs.37 If DOD wants to ensure that its preferred reactors are developed and available in the future, it should take a leadership role now. Taking a first mover role does not necessarily mean that DOD would be “picking a winner” among small reactors, as the market will probably pursue multiple types of small reactors. Nevertheless, DOD leadership would likely have a profound effect on the industry’s timeline and trajectory.

Regulatory reform is necessary---it sends a signal to investor that overcomes current barriers. 
Loris 11 (Nicolas D. Loris – Research Associate in the Roe Institute, Jack Spencer – Research Fellow in Nuclear Energy in the Thomas A. Roe Institute for Economic Policy Studies, Currently is The Heritage Foundation’s senior research fellow in nuclear energy policy, Previously worked on commercial, civilian and military components of nuclear energy at the Babcock & Wilcox Companies, Holds a bachelor's degree in international politics from Frostburg State University and a master's degree from the University of Limerick, A Big Future for Small Nuclear Reactors?, February 2nd, http://www.heritage.org/research/reports/2011/02/a-big-future-for-small-nuclear-reactors)

Abstract: More and more companies—in the U.S. and abroad—are investing in new commercial nuclear enterprises, chief among them, small modular reactors (SMRs). The SMR industry is growing, with many promising developments in the works—which is precisely why the government should not interfere, as subsidies and government programs have already resulted in an inefficient system for large reactors. Heritage Foundation nuclear policy experts explain how the future for small reactors can remain bright. Small modular reactors (SMRs) have garnered significant attention in recent years, with companies of all sizes investing in these smaller, safer, and more cost-efficient nuclear reactors. Utilities are even forming partnerships with reactor designers to prepare for potential future construction. Perhaps most impressive is that most of this development is occurring without government involvement. Private investors and entrepreneurs are dedicating resources to these technologies based on their future prospects, not on government set-asides, mandates, or subsidies, and despite the current regulatory bias in favor of large light water reactors (LWRs). The result is a young, robust, innovative, and growing SMR industry. Multiple technologies are being proposed that each have their own set of characteristics based on price, fuel, waste characteristics, size, and any number of other variables. To continue this growth, policymakers should reject the temptation to offer the same sort of subsidies and government programs that have proven ineffective for large LWRs. While Department of Energy cost-sharing programs and capital subsidies seem attractive, they have yet to net any new reactor construction. Instead, policymakers should focus on the systemic issues that have continued to thwart the expansion of nuclear power in recent years. Specifically, the federal government needs to develop an efficient and predictable regulatory pathway to new reactor certification and to develop a sustainable nuclear waste management strategy. Why SMRs? Small modular reactors share many of the attractive qualities of large reactors, such as providing abundant emissions-free power, while adding new features that could make them more appropriate for certain applications, such as providing power to rural communities or for dedicated industrial use. SMRs are not yet positioned to take the place of traditional large LWRs, but they represent an important growth area for the commercial nuclear industry. Indeed, should the promise of small modular reactors be realized, the technology could transform the nuclear industry. That is because these attributes would potentially mitigate some of the financial and regulatory problems that nuclear energy has recently faced. SMRs potentially cost less (at least in up-front capital), are more mobile and multifunctional, provide competition, and can largely be produced by existing domestic infrastructure. Lower Costs Up Front. Large reactors are very expensive to license and construct and require massive up-front capital investments to begin a project. Small reactors, while providing far less power than large reactors, can be built in modules and thus be paid for over time. For example, estimates for larger reactors range from $6 billion to $10 billion and must be financed all at once. The Babcock & Wilcox Company’s modular mPower reactors, alternatively, can be purchased in increments of 125 megawatts (MW), which would allow costs to be spread out over time. Though cost estimates are not yet available for the mPower reactor, its designers have stated that they will be competitive. This should not be used as a reason to refrain from building larger, 1,000-plus MW reactors. Each utility will have its own set of variables that it must consider in choosing a reactor technology, but given that one of the primary justifications for government subsidies is that the high costs of large reactors puts unacceptable strain on utility balance sheets, an option that spreads capital outlays over time should be attractive. Safe Installation in Diverse Locations. Some designs are small enough to produce power for as few as 20,000 homes. One such reactor, Hyperion Power’s HPM (Hyperion Power Module) offers 25 MW of electricity for an advertised cost of $50 million per unit. This makes the HPM a potential power solution for isolated communities or small cities.[1] The Alaskan town of Galena, for example, is planning to power its community with a small reactor designed by Toshiba, while Fairbanks is looking into a small plant constructed by Hyperion.[2] In addition, Western Troy Capital Resources has stated that it will form a private corporation to provide electric power from small reactors for remote locations in Canada.[3] Public utility officials in Grays Harbor, Washington, have spoken with the NuScale Power company about powering the community with eight small nuclear plants;[4] and Hyperion Power has reported a high level of interest in small nuclear reactor designs from islands around the world.[5] Using a small nuclear reactor could cut electricity costs in isolated areas since there would be no need for expensive transmission lines to carry power to remote locations.[6] SMRs could also potentially be integrated into existing energy infrastructure. SMRs could be built into old coal plants, for instance. The reactors would replace the coal boilers and be hooked into the existing turbines and distribution lines. According to the Nuclear Regulatory Commission, these modifications could be completed safely since small reactors will likely be easier to control during times of malfunction.[7] Multi-functionality. SMRs can be used in a variety of applications that have substantial power and heat requirements. The chemical and plastics industries and oil refineries all use massive amounts of natural gas to fuel their operations. Similarly, small reactors could produce the heat needed to extract oil from tar sands, which currently requires large amounts of natural gas. While affordable today, natural gas prices vary significantly over time, so the long-term predictable pricing that nuclear provides could be very attractive. SMRs may also provide a practical solution for desalination plants (which require large amounts of electricity) that can bring fresh water to parts of the world where such supplies are depleting.[8] Perhaps most important, is that SMRs have the potential to bring power and electricity to the 1.6 billion people in the world today that have no access to electricity, and to the 2.4 billion that rely on biomass, such as wood, agricultural residue, and dung for cooking and heating.[9] Competition. While competition among large nuclear-reactor technologies currently exists, small reactors will add a new dimension to nuclear-reactor competition. Multiple small technology designs are set to emerge on the market. Not only will competition among small reactors create a robust market, it will also provide an additional incentive for large reactors to improve. If smaller reactors begin to capture a share of the nuclear market and the energy market at large, it will drive innovation and ultimately lower prices for both new and existing technologies. Domestic Production. Although the nuclear industry necessarily shrank to coincide with decreased demand, much of the domestic infrastructure remains in place today and could support the expansion of small-reactor technologies. Although the industrial and intellectual base has declined over the past three decades, forging production, heavy manufacturing, specialized piping, mining, fuel services, and skilled labor could all be found in the United States. Lehigh Heavy Forge Corporation in Bethlehem, Pennsylvania, could build the forges while Babcock & Wilcox could provide the heavy nuclear components, for instance. AREVA/Northrop Grumman Shipbuilding broke ground on a heavy components manufacturing facility last June.[10] Further, a number of companies are expanding manufacturing, engineering, and uranium enrichment capabilities—all in the United States. If SMRs are so great, where is the construction? While some designs are closer to market introduction than others, the fact is that America’s regulatory and policy environment is not sufficient to support a robust expansion of existing nuclear technologies, much less new ones. New reactor designs are difficult to license efficiently, and the lack of a sustainable nuclear waste management policy causes significant risk to private investment. Many politicians are attempting to mitigate these market challenges by offering subsidies, such as loan guarantees. While this approach still enjoys broad support in Congress and industry, the reality is that it has not worked. Despite a lavish suite of subsidies offered in the Energy Policy Act of 2005, including loan guarantees, insurance against government delays, and production tax credits, no new reactors have been permitted, much less constructed. These subsidies are in addition to existing technology development cost-sharing programs that have been in place for years and defer significant research and development costs from industry to the taxpayer. The problem with this approach is that it ignores the larger systemic problems that create the unstable marketplace to begin with. These systemic problems generally fall into three categories: Licensing. The Nuclear Regulatory Commission (NRC) is ill prepared to build the regulatory framework for new reactor technologies, and no reactor can be offered commercially without an NRC license. In a September 2009 interview, former NRC chairman Dale E. Klein said that small nuclear reactors pose a dilemma for the NRC because the commission is uneasy with new and unproven technologies and feels more comfortable with large light water reactors, which have been in operation for years and has a long safety record.[11] The result is that enthusiasm for building non-light-water SMRs is generally squashed at the NRC as potential customers realize that there is little chance that the NRC will permit the project within a timeframe that would promote near-term investment. So, regardless of which attributes an SMR might bring to the market, the regulatory risk is such that real progress on commercialization is difficult to attain. This then leaves large light water reactors, and to a lesser extent, small ones, as the least risky option, which pushes potential customers toward that technology, which then undermines long-term progress, competition, and innovation. Nuclear Waste Management. The lack of a sustainable nuclear waste management solution is perhaps the greatest obstacle to a broad expansion of U.S. nuclear power. The federal government has failed to meet its obligations under the 1982 Nuclear Waste Policy Act, as amended, to begin collecting nuclear waste for disposal in Yucca Mountain. The Obama Administration’s attempts to shutter the existing program to put waste in Yucca Mountain without having a backup plan has worsened the situation. This outcome was predictable because the current program is based on the flawed premise that the federal government is the appropriate entity to manage nuclear waste. Under the current system, waste producers are able to largely ignore waste management because the federal government is responsible. The key to a sustainable waste management policy is to directly connect financial responsibility for waste management to waste production. This will increase demand for more waste-efficient reactor technologies and drive innovation on waste-management technologies, such as reprocessing. Because SMRs consume fuel and produce waste differently than LWRs, they could contribute greatly to an economically efficient and sustainable nuclear waste management strategy. Government Intervention. Too many policymakers believe that Washington is equipped to guide the nuclear industry to success. So, instead of creating a stable regulatory environment where the market value of different nuclear technologies can determine their success and evolution, they choose to create programs to help industry succeed. Two recent Senate bills from the 111th Congress, the Nuclear Energy Research Initiative Improvement Act (S. 2052) and the Nuclear Power 2021 Act (S. 2812), are cases in point. Government intervention distorts the normal market processes that, if allowed to work, would yield the most efficient, cost-effective, and appropriate nuclear technologies. Instead, the federal government picks winners and losers through programs where bureaucrats and well-connected lobbyists decide which technologies are permitted, and provides capital subsidies that allow investors to ignore the systemic problems that drive risk and costs artificially high. This approach is especially detrimental to SMRs because subsidies to LWRs distort the relative benefit of other reactor designs by artificially lowering the cost and risk of a more mature technology that already dominates the marketplace. How to Fix a Broken System At the Global Nuclear Renaissance Summit on July 24, 2008, then-NRC chairman Dale Klein said that a nuclear renaissance with regard to small reactors will take “decades to unfold.”[12] If Members of Congress and government agencies do not reform their current approach to nuclear energy, this will most certainly be the case. However, a new, market-based approach could lead to a different outcome. Instead of relying on the policies of the past, Congress, the Department of Energy, and the NRC should pursue a new, 21st-century model for small and alternative reactor technologies by doing the following: Reject additional loan guarantees. Loan guarantee proponents argue that high up-front costs of new large reactors make them unaffordable without loan guarantees. Presumably, then, a smaller, less expensive modular option would be very attractive to private investors even without government intervention. But loan guarantees undermine this advantage by subsidizing the capital costs and risk associated with large reactors. A small reactor industry without loan guarantees would also provide competition and downward price pressure on large light water reactors. At a minimum, Congress should limit guarantees to no more than two plants of any reactor design and limit to two-thirds the amount of any expanded loan guarantee program that can support a single technology. Such eligibility limits will prevent support from going only to a single basic technology, such as large light water reactors.[13] Avoid subsidies. Subsidies do not work if the objective is a diverse and economically sustainable nuclear industry. Despite continued attempts to subsidize the nuclear industry into success, the evidence demonstrates that such efforts invariably fail. The nuclear industry’s success stories are rooted in the free market. Two examples include the efficiency and low costs of today’s existing plants, and the emergence of a private uranium enrichment industry. Government intervention is the problem, as illustrated by the government’s inability to meet its nuclear waste disposal obligations. Build expertise at the Nuclear Regulatory Commission. The NRC is built to regulate large light water reactors. It simply does not have the regulatory capability and resources to efficiently regulate other technologies, and building that expertise takes time. Helping the NRC to develop that expertise now would help bring new technologies into the marketplace more smoothly. Congress should direct and resource the NRC to develop additional broad expertise for liquid metal-cooled, fast reactors and high-temperature, gas-cooled reactors. With its existing expertise in light water technology, this additional expertise would position the NRC to effectively regulate an emerging SMR industry. Establish a new licensing pathway. The current licensing pathway relies on reactor customers to drive the regulatory process. But absent an efficient and predictable regulatory pathway, few customers will pursue these reactor technologies. The problem is that the legal, regulatory, and policy apparatus is built to support large light water reactors, effectively discriminating against other technologies. Establishing an alternative licensing pathway that takes the unique attributes of small reactors into consideration could help build the necessary regulatory support on which commercialization ultimately depends.[14] Resolve staffing, security, construction criteria, and fee-structure issues by December 31, 2011. The similarity of U.S. reactors has meant that the NRC could establish a common fee structure and many general regulatory guidelines for areas, such as staffing levels, security requirements, and construction criteria. But these regulations are inappropriate for many SMR designs that often have smaller staff requirements, unique control room specifications, diverse security requirements, and that employ off-site construction techniques. Subjecting SMRs to regulations built for large light water reactors would add cost and result in less effective regulation. The NRC has acknowledged the need for this to be resolved and has committed to doing so, including developing the budget requirements to achieve it. It has not committed to a specific timeline.[15] Congress should demand that these issues be resolved by the end of 2011.

Funding for SMRs now
HSNW 9/26—Homeland Security News Wire [September 26, 2012, “DOE promotes small-nuclear reactors (SMRs)” http://www.homelandsecuritynewswire.com/dr20120926-doe-promotes-smallnuclear-reactors-smrs]

South Carolina’s Savannah River Site (SRS) located in Aiken, along with the U.S. Department of Energy (DOE), have announced three partnerships to develop three small modular nuclear reactors (SMRs) at the SRS facility; SMRs produce less energy than a regular reactor, but they produce enough energy to power small cities and remote areas
South Carolina’s Savannah River Site (SRS) located in Aiken, along with the U.S. Department of Energy (DOE), have announced three partnerships to develop three small modular nuclear reactors (SMRs) at the SRS facility.
The DOE released a statement saying the agreement “will help leverage Savannah River’s land assets, energy facilities and nuclear expertise to support potential private sector development, testing and licensing of prototype SMR technologies.”
Helen Belecan, DOE’s deputy assistant manager for infrastructure and environmental stewardship at the SRS facility, told Government Technology the goal of the reactors are “to apply the nuclear knowledge and expertise that we have from over 60 years of supporting the nation in its defense-type operation in nuclear material production and help these companies develop the technology and manufacturing capability in the United States so that the United States can take on a leadership role in the manufacturing of these small modular reactors.”
DOE will focus on the advancing SMRs in the United States. $450 million “will be made available to support first-of its kind engineering, design decertification and licensing for up to two SMR designs over five years, subject to congressional appropriations,” DOE says.
Proposals for funding were received in May and are being reviewed to see which proposal will meet the standards of the Nuclear Regulatory Commission (NRC). The DOE plans to announce the recipients later this year.
A SMR is about one-third the size of a regular nuclear reactor and is built at a fraction of the cost. A traditional single-unit nuclear reactor costs roughly $8 billion dollars to build and that number jumps to $14 billion for twin reactors. SMRs produce less energy than a regular reactor, but they produce enough energy to power small cities and remote areas.
Thomas Sander, an associate laboratory director for the Clean Energy Imitative and the Savannah River National Laboratory, told Government Technology the first SMR will cost almost $1 billion, but the price will drop down the line.
“If you are talking about the 100th, my expectation is that cost is going to be reduced significantly as a result of advance factory manufacturing and just a learning process and the licensing process.”
 “If you are going after the old coal replacement market, you are looking at 150 to 200 megawatts on average,” Sander said, “but if you are looking at the Alaskan market for small cities or island market or export market for developing countries, you are talking 45 to 100 megawatts.”
The DOE is beginning to sign off on SMR’s for nuclear energy technology, and the government has began to approve projects around the country. DOE spokeswoman Niketa Kumar told Government Technology these new projects will allow the U.S. to compete with other countries in nuclear energy.

Federal regulatory reform is key to a stable market
Spencer 8 (Jack, Research Fellow in Nuclear Energy at The Heritage Foundation's Roe Institute for Economic Policy Studies, Current is The Heritage Foundation’s senior reesrach fellow in nuclear energy policy, Previously worked on commercial, civilian and military components of nuclear energy at the Babcock & Wilcox Companies, Holds a bachelor's degree in international politics from Frostburg State University and a master's degree from the University of Limerick, Time to Fast-track New Nuclear Reactors, http://www.heritage.org/research/reports/2008/09/time-to-fast-track-new-nuclear-reactors)

Nuclear technology can help to meet America's growing demand for reliable, clean, affordable electricity. This has led many politicians, including presidential candidate John McCain, to conclude that the nation needs to start building new nuclear plants now.
The electric power industry has already begun plans to start building new reactors. While approximately 20 applications have been filed or are in preparation to build over 30 new reactors, no permits have been issued and no new plants have begun construction. A primary reason is that the regulatory process remains arduous and unknown. To overcome this, Congress should authorize a fast-track permitting process for a limited number of reactor projects.
A Slow, Arduous Process
The Department of Energy instituted the Nuclear Power 2010 program in 2002 as an effort to address the regulatory and institutional barriers to new reactors' near-term deployment. As its name implies, the original time frame called for new reactor deployment by 2010. Unfortunately, the program has not succeeded in this regard. Most believe that the earliest that a new plant will come on line is the latter half of the next decade.
The problem is not technical or economic-new reactors are being built around the globe, and plans for more are being announced every month. The problem is political. The Nuclear Regulatory Commission (NRC), after so many years with no applications for new reactors, does not have a proven process for efficiently licensing new reactors. The NRC estimates that it needs a minimum of 42 months to issue the design, site, and construction/operation licenses required for reactor construction to begin. This includes-in addition to the safety assessments that are NRC's primary responsibility-about two years for environmental reviews, a year for design reviews, and a year for public hearings. And even this time frame is contingent on complete applications and minimal opposition from outside interests. This has led for calls to streamline the process.
Streamlining is necessary because the process cannot just be sped up. Specific procedures are in place that the NRC must follow, and that process takes time. Simply adding manpower, as some have suggested, would only provide marginal benefit. Because training regulators can take two years, it would be years before the NRC could hire and train enough people to shorten time schedules.
To speed up the current permitting process, Congress should authorize a fast-track program that is open to new reactor applicants that meet certain conditions. The goal would be to cut by at least 50 percent the amount of time it takes to permit a new plant. This must be done without sacrificing safety standards or security.
The lessons learned from the fast-track program could be applied to necessary regulatory overhauls in the future.
The program's objective would be to reduce the permitting schedule from four years down to two or less and should be available for up to two construction permits per reactor design.
The fast-track program would consist of:
Focusing NRC Resources. Per congressional direction, the NRC should focus its resources on permitting designated fast-track applications as quickly as possible without sacrificing safety or quality assurance.
Mobilizing National Laboratory Capabilities. Although the NRC already uses the national labs to support their activities, the national labs should be compelled by Congress to organize themselves to support the fast-track applications.
Focus University Funding Around Supporting the Effort. The Department of Energy funds programs that support nuclear education in the university system. These programs should be focused on supporting the NRC's fast-track program. This would not only provide additional resources to fast-tracking permits but would also develop a workforce with the technical expertise to design and operate America's reactors.
Ensuring a Science- and Technical-Based Assessment. The NRC must have the freedom to pursue a transparent, fact-based process in a non-adversarial environment. While inputs from local stakeholders must be accommodated, the NRC must be allowed to make decisions based on good science and engineering in a timely manner. This requires an efficient process that allows legitimate concerns to be heard and resolved without being hijacked by outside, agenda-driven interests.
Fast-track program applicants would have to meet certain criteria. These would include:
NRC Certified or Proven Design. The NRC has already certified four designs (although one is currently being amended) and reviewing three others. While only reactors with certified designs are licensable, applicants with designs that are nearing completion, especially if those designs are proven elsewhere, should be eligible for a slightly modified fast-track program that would include design certification.
Proven Site with Broad Public Support. The reactor site must already be licensed for operating reactors, and the applicant must demonstrate that the new reactor is welcome by the local community. Furthermore, the applicant must establish that an additional reactor will be safe and environmentally compatible. Under such conditions, the NRC should be permitted to provide an expedited environmental review, which takes roughly two years under current policy.
Proven Reactor Owner/Operator. The application must be submitted by an operator with extensive experience with nuclear operations and be in good standing with the NRC. This is not to suggest that some current COL applicants are not capable, but fast-track applicants must have extensive nuclear operations experience and credibility with the state and local community. Each applicant would have to demonstrate its competence to the NRC before entering the program.
Proven Demand. The applicant must demonstrate that there is a market for the power to be produced by the reactor.
Complete COL (Combined Operations and Construction License) Application. The applicant must have a full and complete COL application per NRC guidance. One of the current problems slowing the NRC is the lack of completeness of some of the applications. Complete applications are critical to ensuring that the NRC is able to conduct a comprehensive design and safety review without having to go back to the applicant for additional information.
Long-Lead Components Commitment. The applicant must demonstrate both a financial commitment and a preparedness to earnestly move forward by securing a source for timely delivery of long-lead components. Many of the components used to build a nuclear power plant must be ordered years in advance. Applicants seeking fast-track permits should be required to place early orders or deposits as soon as they are granted a fast-track permitting status.
Applicant Fees. Like most other NRC activities, industry should fund most of the activities associated with the fast-track program through the assessment of a program participation fee.
To execute the program, Congress must:
Provide Specific Direction to the NRC, National Labs, and Department of Energy. Congress must explicitly state its intentions for the fast-track program and make funding contingent on the NRC, national labs, and DOE to organizing themselves to achieve the objective of early completion of new reactor construction.
Adequately Fund. If Congress is serious about reducing the time it takes to permit and build new reactors, it must give NRC, the national labs, and the DOE the resources and regulatory flexibility they need to get the job done. Rebuilding America's energy infrastructure is exactly the kind of direction that each of these institutions should be working toward.
Many Benefits, Few Drawbacks
Many in Congress have begun to realize that the nation's energy, economic, security, and environmental objectives cannot be met without nuclear power. This has led to multiple initiatives to restart the industry in the U.S. Unfortunately, many of these plans rely heavily on subsidies and are not sustainable. However, instituting a program to fast track the notoriously arduous process of permitting new plants would demonstrate Congress' commitment to nuclear power and provide the regulatory stability that investors need to grow the industry. Furthermore, it would provide a common purpose around which America's energy-related institutions could organize. And finally, it would provide the information necessary to bring about comprehensive regulatory reform that the nation needs for a nuclear renaissance to take hold.

Federal signal is key
Wallace and Williams 12 (Michael Wallace comes to CSIS from Constellation Energy, where he served as vice chairman and COO. During his nine years at Constellation Energy, he led many company business activities, including the formation and operation of two joint ventures with EDF related to nuclear energy. Prior to joining Constellation Energy, he was cofounder and managing director of Barrington Energy Partners, LLC, a strategic consulting firm specializing in energy industry transactions and advisory services. Sarah J. Williams is program coordinator and research associate in the U.S. Nuclear Energy Project at CSIS. Prior to joining CSIS, she was a Herbert Scoville Jr. peace fellow and program coordinator at the Center for Science, Technology and Security Policy at the American Association for the Advancement of Science (AAAS).)
(4/17/12 “Nuclear Energy in America: Preventing its Early Demise” http://csis.org/files/publication/120417_gf_wallace_williams.pdf)

Meanwhile, China, India, Russia, and other countries are looking to significantly expand their nuclear energy commitments. By 2016, China could have 50 nuclear power plants in operation, compared with only 14 in 2011. India could add 8 new plants and Russia 10 in the same time frame. These trends are expected to accelerate out to 2030, by which time China, India, and Russia could account for nearly 40 percent of global nuclear generating capacity.  Meanwhile, several smaller nations, mostly in Asia and the Middle East, are planning to get into the nuclear energy business for the first time. In all, as many as 15 new nations could have this technology within the next two decades. Meanwhile, America’s share of global nuclear generation is expected to shrink, from about 25 percent today to about 14 percent in 2030, and—if current trends continue—to less than 10 percent by mid-century. With the center of gravity for global nuclear investment shifting to a new set of players, the United States and the international community face a difficult set of challenges: stemming the spread of nuclear weapons-usable materials and know-how; preventing further catastrophic nuclear accidents; providing for safe, long-term nuclear waste management; and protecting U.S. energy security and economic competitiveness. In this context, federal action to reverse the American nuclear industry’s impending decline is a national security imperative. The United States cannot afford to become irrelevant in a new nuclear age. Our nation’s commercial nuclear industry, its military nuclear capabilities, and its strong regulatory institutions can be seen as three legs of a stool. All three legs are needed to support America’s future prosperity and security and to shape an international environment that is conducive to our long-term interests. Three specific aspects of U.S. leadership are particularly important. First, managing the national and global security risks associated with the spread of nuclear technology to countries that don’t necessarily share the same perspective on issues of nonproliferation and nuclear security or may lack the resources to implement effective safeguards in this area. An approach that relies on influence and involvement through a viable domestic industry is likely to be more effective and less expensive than trying to contain these risks militarily. Second, setting global norms and standards for safety, security, operations, and emergency response. As the world learned with past nuclear accidents and more recently with Fukushima, a major accident anywhere can have lasting repercussions everywhere. As with nonproliferation and security, America’s ability to exert leadership and influence in this area is directly linked to the strength of our domestic industry and our active involvement in the global nuclear enterprise. A strong domestic civilian industry and regulatory structure have immediate national security significance in that they help support the nuclear capabilities of the U.S. Navy, national laboratories, weapons complex, and research institutions. Third, in the past, the U.S. government could exert influence by striking export agreements with countries whose regulatory and legal frameworks reflected and were consistent with our own nonproliferation standards and commitments. At the same time, our nation set the global standard for effective, independent safety regulation (in the form of the Nuclear Regulatory Commission), led international efforts to reduce proliferation risks (through the 1970 NPT Treaty and other initiatives), and provided a model for industry self-regulation. The results were not perfect, but America’s institutional support for global nonproliferation goals and the regulatory behaviors it modeled clearly helped shape the way nuclear technology was adopted and used elsewhere around the world. This influence seems certain to wane if the United States is no longer a major supplier or user of nuclear technology. With existing nonproliferation and safety and security regimes looking increasingly inadequate in this rapidly changing global nuclear landscape, American leadership and leverage is more important and more central to our national security interests than ever. To maintain its leadership role in the development, design, and operation of a growing global nuclear energy infrastructure, the next administration, whether Democrat or Republican, must recognize the invaluable role played by the commercial U.S. nuclear industry and take action to prevent its early demise. Second, spread of SMRs:

Alternative financing arrangements uniquely reduces costs and spur commercial spillover.
Fitzpatrick 11 (Ryan Fitzpatrick, Senior Policy Advisor for Clean Energy at Third Way, Josh Freed, Vice President for Clean Energy at Third Way, and Mieke Eoyan, Director for National Security at Third Way, Fighting for Innovation: How DoD Can Advance CleanEnergy Technology... And Why It Has To, June 2011, content.thirdway.org/publications/414/Third_Way_Idea_Brief_-_Fighting_for_Innovation.pdf)

The DoD has over $400 billion in annual purchasing power, which means the Pentagon could provide a sizeable market for new technologies. This can increase a technology’s scale of production, bringing down costs, and making the product more likely to successfully reach commercial markets. Unfortunately, many potentially significant clean energy innovations never get to the marketplace, due to a lack of capital during the development and demonstration stages. As a result, technologies that could help the military meet its clean energy security and cost goals are being abandoned or co-opted by competetors like China before they are commercially viable here in the U.S. By focusing its purchasing power on innovative products that will help meet its energy goals, DoD can provide more secure and cost-effective energy to the military—producing tremendous long-term savings, while also bringing potentially revolutionary technologies to the public. Currently, many of these technologies are passed over during the procurement process because of higher upfront costs—even if these technologies can reduce life-cycle costs to DoD. The Department has only recently begun to consider life-cycle costs and the “fullyburdened cost of fuel” (FBCF) when making acquisition decisions. However, initial reports from within DoD suggest that the methodology for determining the actual FBCF needs to be refined and made more consistent before it can be successfully used in the acquisition process.32 The Department should fast-track this process to better maximize taxpayer dollars. Congressional appropriators— and the Congressional Budget Office—should also recognize the savings that can be achieved by procuring advanced technologies to promote DoD’s energy goals, even if these procurements come with higher upfront costs. Even if the Pentagon makes procurement of emerging clean energy technologies a higher priority, it still faces real roadblocks in developing relationships with the companies that make them. Many clean energy innovations are developed by small businesses or companies that have no previous experience working with military procurement officers. Conversely, many procurement officers do not know the clean energy sector and are not incentivized to develop relationships with emerging clean energy companies. Given the stakes in developing domestic technologies that would help reduce costs and improve mission success, the Pentagon should develop a program to encourage a better flow of information between procurement officers and clean energy companies—especially small businesses. Leverage Savings From Efficiency and Alternative Financing to Pay for Innovation. In an age of government-wide austerity and tight Pentagon budgets, current congressional appropriations are simply not sufficient to fund clean energy innovation. Until Congress decides to direct additional resources for this purpose, the Defense Department must leverage the money and other tools it already has to help develop clean energy. This can take two forms: repurposing money that was saved through energy efficiency programs for innovation and using alternative methods of financing to reduce the cost to the Pentagon of deploying clean energy. For several decades the military has made modest use alternative financing mechanisms to fund clean energy and efficiency projects when appropriated funds were insufficient. In a 2010 report, GAO found that while only 18% of renewable energy projects on DoD lands used alternative financing, these projects account for 86% of all renewable energy produced on the Department’s property.33 This indicates that alternative financing can be particularly helpful to DoD in terms of bringing larger and more expensive projects to fruition. One advanced financing tool available to DoD is the energy savings performance contract (ESPC). These agreements allow DoD to contract a private firm to make upgrades to a building or other facility that result in energy savings, reducing overall energy costs without appropriated funds. The firm finances the cost, maintenance and operation of these upgrades and recovers a profit over the life of the contract. While mobile applications consume 75% of the Department’s energy,34 DoD is only authorized to enter an ESPC for energy improvements done at stationary sites. As such, Congress should allow DoD to conduct pilot programs in which ESPCs are used to enhance mobile components like aircraft and vehicle engines. This could accelerate the needed replacement or updating of aging equipment and a significant reduction of energy with no upfront cost. To maximize the potential benefits of ESPCs, DoD should work with the Department of Energy to develop additional training and best practices to ensure that terms are carefully negotiated and provide benefits for the federal government throughout the term of the contract.35 This effort could possibly be achieved through the existing memorandum of understanding between these two departments.36 The Pentagon should also consider using any long-term savings realized by these contracts for other energy purposes, including the promotion of innovative technologies to further reduce demand or increase general energy security. In addition to ESPCs, the Pentagon also can enter into extended agreements with utilities to use DoD land to generate electricity, or for the long-term purchase of energy. These innovative financing mechanisms, known respectively as enhanced use leases (EULs) and power purchase agreements (PPAs), provide a valuable degree of certainty to third party generators. In exchange, the Department can leverage its existing resources—either its land or its purchasing power—to negotiate lower electricity rates and dedicated sources of locallyproduced power with its utility partners. DoD has unique authority among federal agencies to enter extended 30-year PPAs, but only for geothermal energy projects and only with direct approval from the Secretary of Defense. Again, limiting incentives for clean energy generation to just geothermal power inhibits the tremendous potential of other clean energy sources to help meet DoD’s energy goals. Congress should consider opening this incentive up to other forms of clean energy generation, including the production of advanced fuels. Also, given procurement officials’ lack of familiarity with these extended agreements and the cumbersome nature of such a high-level approval process, the unique authority to enter into extended 30-year PPAs is very rarely used.37 DoD should provide officials with additional policy guidance for using extended PPAs and Congress should simplify the process by allowing the secretary of each service to approve these contracts. Congress should also investigate options for encouraging regulated utility markets to permit PPA use by DoD. Finally, when entering these agreements, the Department should make every effort to promote the use of innovative and fledgling technologies in the terms of its EULs and PPAs. CON C L U S ION The Defense Department is in a unique position to foster and deploy innovation in clean energy technologies. This has two enormous benefits for our military: it will make our troops and our facilities more secure and it will reduce the amount of money the Pentagon spends on energy, freeing it up for other mission critical needs. If the right steps are taken by Congress and the Pentagon, the military will be able to put its resources to work developing technologies that will lead to a stronger fighting force, a safer nation, and a critical emerging sector of the American economy. The Defense Department has helped give birth to technologies and new economic sectors dozens of times before. For its own sake and the sake of the economy, it should make clean energy innovation its newest priority.
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Numerous state and non-state actors are gearing up to launch offensive cyber attacks against the civilian electricity grid.
Habiger 10 (Eugene, Commander in Chief – United States Strategic Command, Served as Director of Security and Emergency Operations – U.S. Department of Energy, Previously Deputy chief of staff for personnel – Headquarters U.S. Air Force, Vice commander – Headquarters Air Education and Training Command, Deputy Director, Later director, Programs and Evaluation, Office of the Deputy Chief of Staff, Programs and Resources, Headquarters U.S. Air Force, He was also the chairman of the Program Review Committee and the Air Force Board, CYBERWARFARE AND CYBERTERRORISM: THE NEED FOR A NEW U.S. STRATEGIC APPROACH, The Cyber Security Institute, http://www.army-technology.com/downloads/whitepapers/vehicle-protection/file1552/)

However, there are reasons to believe that what is going on now amounts to a fundamental shift as opposed to business as usual. Today’s network exploitation or information operation trespasses possess a number of characteristics that suggest that the line between espionage and conflict has been, or is close to being, crossed. (What that suggests for the proper response is a different matter.) First, the number of cyber attacks we are facing is growing significantly. Andrew Palowitch, a former CIA official now consulting with the US Strategic Command (STRATCOM), which oversees the Defense Department’s Joint Task Force‐Global Network Operations, recently told a meeting of experts that the Defense Department has experienced almost 80,000 computer attacks, and some number of these assaults have actually “reduced” the military’s “operational capabilities.”20 Second, the nature of these attacks is starting to shift from penetration attempts aimed at gathering intelligence (cyber spying) to offensive efforts aimed at taking down systems (cyberattacks). Palowitch put this in stark terms last November, “We are currently in a cyber war and war is going on today.”21 Third, these recent attacks need to be taken in a broader strategic context. Both Russia and China have stepped up their offensive efforts and taken a much more aggressive cyber warfare posture. The Chinese have developed an openly discussed cyberwar strategy aimed at achieving electronic dominance over the U.S. and its allies by 2050. In 2007 the Department of Defense reported that for the first time China has developed first strike viruses, marking a major shift from prior investments in defensive measures.22 And in the intervening period China has launched a series of offensive cyber operations against U.S. government and private sector networks and infrastructure. In 2007, Gen. James Cartwright, the former head of STRATCOM and now the Vice Chairman of the Joint Chiefs of Staff, told the US‐China Economic and Security Review Commission that China’s ability to launch “denial of service” attacks to overwhelm an IT system is of particular concern. 23 Russia also has already begun to wage offensive cyberwar. At the outset of the recent hostilities with Georgia, Russian assets launched a series of cyberattacks against the Georgian government and its critical infrastructure systems, including media, banking and transportation sites.24 In 2007, cyberattacks that many experts attribute, directly or indirectly, to Russia shut down the Estonia government’s IT systems. Fourth, the current geopolitical context must also be factored into any effort to gauge the degree of threat of cyberwar. The start of the new Obama Administration has begun to help reduce tensions between the United States and other nations. And, the new administration has taken initial steps to improve bilateral relations specifically with both China and Russia. However, it must be said that over the last few years the posture of both the Chinese and Russian governments toward America has clearly become more assertive, and at times even aggressive. Some commentators have talked about the prospects of a cyber Pearl Harbor, and the pattern of Chinese and Russian behavior to date gives reason for concern along these lines: both nations have offensive cyberwarfare strategies in place; both nations have taken the cyber equivalent of building up their forces; both nations now regularly probe our cyber defenses looking for gaps to be exploited; both nations have begun taking actions that cross the line from cyberespionage to cyberaggression; and, our bilateral relations with both nations are increasingly fractious and complicated by areas of marked, direct competition. Clearly, there a sharp differences between current U.S. relations with these two nations and relations between the US and Japan just prior to World War II. However, from a strategic defense perspective, there are enough warning signs to warrant preparation. In addition to the threat of cyberwar, the limited resources required to carry out even a large scale cyberattack also makes likely the potential for a significant cyber terror attack against the United States. However, the lack of a long list of specific incidences of cyberterrorism should provide no comfort. There is strong evidence to suggest that al Qaeda has the ability to conduct cyberterror attacks against the United States and its allies. Al Qaeda and other terrorist organizations are extremely active in cyberspace, using these technologies to communicate among themselves and others, carry out logistics, recruit members, and wage information warfare. For example, al Qaeda leaders used email to communicate with the 9‐11 terrorists and the 9‐11 terrorists used the Internet to make travel plans and book flights. Osama bin Laden and other al Qaeda members routinely post videos and other messages to online sites to communicate. Moreover, there is evidence of efforts that al Qaeda and other terrorist organizations are actively developing cyberterrorism capabilities and seeking to carry out cyberterrorist attacks. For example, the Washington Post has reported that “U.S. investigators have found evidence in the logs that mark a browser's path through the Internet that al Qaeda operators spent time on sites that offer software and programming instructions for the digital switches that run power, water, transport and communications grids. In some interrogations . . . al Qaeda prisoners have described intentions, in general terms, to use those tools.”25 Similarly, a 2002 CIA report on the cyberterror threat to a member of the Senate stated that al Qaeda and Hezbollah have become "more adept at using the internet and computer technologies.”26 The FBI has issued bulletins stating that, “U. S. law enforcement and intelligence agencies have received indications that Al Qaeda members have sought information on Supervisory Control And Data Acquisition (SCADA) systems available on multiple SCADA‐related web sites.”27 In addition a number of jihadist websites, such as 7hj.7hj.com, teach computer attack and hacking skills in the service of Islam.28 While al Qaeda may lack the cyber‐attack capability of nations like Russia and China, there is every reason to believe its operatives, and those of its ilk, are as capable as the cyber criminals and hackers who routinely effect great harm on the world’s digital infrastructure generally and American assets specifically. In fact, perhaps, the most troubling indication of the level of the cyberterrorist threat is the countless, serious non‐terrorist cyberattacks routinely carried out by criminals, hackers, disgruntled insiders, crime syndicates and the like. If run‐of‐the‐mill criminals and hackers can threaten power grids, hack vital military networks, steal vast sums of money, take down a city’s of traffic lights, compromise the Federal Aviation Administration’s air traffic control systems, among other attacks, it is overwhelmingly likely that terrorists can carry out similar, if not more malicious attacks. Moreover, even if the world’s terrorists are unable to breed these skills, they can certainly buy them. There are untold numbers of cyber mercenaries around the world—sophisticated hackers with advanced training who would be willing to offer their services for the right price. Finally, given the nature of our understanding of cyber threats, there is always the possibility that we have already been the victim or a cyberterrorist attack, or such an attack has already been set but not yet effectuated, and we don’t know it yet. Instead, a well‐designed cyberattack has the capacity to cause widespread chaos, sow societal unrest, undermine national governments, spread paralyzing fear and anxiety, and create a state of utter turmoil, all without taking a single life. A sophisticated cyberattack could throw a nation’s banking and finance system into chaos causing markets to crash, prompting runs on banks, degrading confidence in markets, perhaps even putting the nation’s currency in play and making the government look helpless and hapless. In today’s difficult economy, imagine how Americans would react if vast sums of money were taken from their accounts and their supporting financial records were destroyed. A truly nefarious cyberattacker could carry out an attack in such a way (akin to Robin Hood) as to engender populist support and deepen rifts within our society, thereby making efforts to restore the system all the more difficult. A modestly advanced enemy could use a cyberattack to shut down (if not physically damage) one or more regional power grids. An entire region could be cast into total darkness, power‐dependent systems could be shutdown. An attack on one or more regional power grids could also cause cascading effects that could jeopardize our entire national grid. When word leaks that the blackout was caused by a cyberattack, the specter of a foreign enemy capable of sending the entire nation into darkness would only increase the fear, turmoil and unrest. While the finance and energy sectors are considered prime targets for a cyberattack, an attack on any of the 17 delineated critical infrastructure sectors could have a major impact on the United States. For example, our healthcare system is already technologically driven and the Obama Administration’s e‐health efforts will only increase that dependency. A cyberattack on the U.S. e‐health infrastructure could send our healthcare system into chaos and put countless of lives at risk. Imagine if emergency room physicians and surgeons were suddenly no longer able to access vital patient information. A cyberattack on our nation’s water systems could likewise cause widespread disruption. An attack on the control systems for one or more dams could put entire communities at risk of being inundated,and could create ripple effects across the water, agriculture, and energy sectors. Similar water control system attacks could be used to at least temporarily deny water to otherwise arid regions, impacting everything from the quality of life in these areas to agriculture. In 2007, the U.S. Cyber Consequences Unit determined that the destruction from a single wave of cyberattacks on critical infrastructures could exceed $700 billion, which would be the rough equivalent of 50 Katrina‐esque hurricanes hitting the United States all at the same time.29 Similarly, one IT security source has estimated that the impact of a single day cyberwar attack that focused on and disrupted U.S. credit and debit card transactions would be approximately $35 billion.30 Another way to gauge the potential for harm is in comparison to other similar noncyberattack infrastructure failures. For example, the August 2003 regional power grid blackout is estimated to have cost the U.S. economy up to $10 billion, or roughly .1 percent of the nation’s GDP. 31 That said, a cyberattack of the exact same magnitude would most certainly have a much larger impact. The origin of the 2003 blackout was almost immediately disclosed as an atypical system failure having nothing to do with terrorism. This made the event both less threatening and likely a single time occurrence. Had it been disclosed that the event was the result of an attack that could readily be repeated the impacts would likely have grown substantially, if not exponentially. Additionally, a cyberattack could also be used to disrupt our nation’s defenses or distract our national leaders in advance of a more traditional conventional or strategic attack. Many military leaders actually believe that such a disruptive cyber pre‐offensive is the most effective use of offensive cyber capabilities. This is, in fact, the way Russia utilized cyberattackers—whether government assets, governmentdirected/ coordinated assets, or allied cyber irregulars—in advance of the invasion of Georgia. Widespread distributed denial of service (DDOS) attacks were launched on the Georgian governments IT systems. Roughly a day later Russian armor rolled into Georgian territory. The cyberattacks were used to prepare the battlefield; they denied the Georgian government a critical communications tool isolating it from its citizens and degrading its command and control capabilities precisely at the time of attack. In this way, these attacks were the functional equivalent of conventional air and/or missile strikes on a nation’s communications infrastructure.32 One interesting element of the Georgian cyberattacks has been generally overlooked: On July 20th, weeks before the August cyberattack, the website of Georgian President Mikheil Saakashvili was overwhelmed by a more narrowly focused, but technologically similar DDOS attack.33 This should be particularly chilling to American national security experts as our systems undergo the same sorts of focused, probing attacks on a constant basis. The ability of an enemy to use a cyber attack to counter our offensive capabilities or soften our defenses for a wider offensive against the United States is much more than mere speculation. In fact, in Iraq it is already happening. Iraq insurgents are now using off‐the‐shelf software (costing just $26) to hack U.S. drones (costing $4.5 million each), allowing them to intercept the video feed from these drones.34 By hacking these drones the insurgents have succeeded in greatly reducing one of our most valuable sources of real‐time intelligence and situational awareness. If our enemies in Iraq are capable of such an effective cyberattack against one of our more sophisticated systems, consider what a more technologically advanced enemy could do. At the strategic level, in 2008, as the United States Central Command was leading wars in both Iraq and Afghanistan, a cyber intruder compromised the security of the Command and sat within its IT systems, monitoring everything the Command was doing. 35 This time the attacker simply gathered vast amounts of intelligence. However, it is clear that the attacker could have used this access to wage cyberwar—altering information, disrupting the flow of information, destroying information, taking down systems—against the United States forces already at war. Similarly, during 2003 as the United States prepared for and began the War in Iraq, the IT networks of the Department of Defense were hacked 294 times.36 By August of 2004, with America at war, these ongoing attacks compelled then‐Deputy Secretary of Defense Paul Wolfowitz to write in a memo that, "Recent exploits have reduced operational capabilities on our networks."37 This wasn’t the first time that our national security IT infrastructure was penetrated immediately in advance of a U.S. military option.38 In February of 1998 the Solar Sunrise attacks systematically compromised a series of Department of Defense networks. What is often overlooked is that these attacks occurred during the ramp up period ahead of potential military action against Iraq. The attackers were able to obtain vast amounts of sensitive information—information that would have certainly been of value to an enemy’s military leaders. There is no way to prove that these actions were purposefully launched with the specific intent to distract American military assets or degrade our capabilities. However, such ambiguities—the inability to specifically attribute actions and motives to actors—are the very nature of cyberspace. Perhaps, these repeated patterns of behavior were mere coincidence, or perhaps they weren’t. The potential that an enemy might use a cyberattack to soften physical defenses, increase the gravity of harms from kinetic attacks, or both, significantly increases the potential harms from a cyberattack. Consider the gravity of the threat and risk if an enemy, rightly or wrongly, believed that it could use a cyberattack to degrade our strategic weapons capabilities. Such an enemy might be convinced that it could win a war—conventional or even nuclear—against the United States. The effect of this would be to undermine our deterrence‐based defenses, making us significantly more at risk of a major war. 

The military is the necessary first purchaser of new technology necessary to overcome market failures. Comparative evidence.
Cohen 12 (Armond, Executive Director – Clean Air Task Force, DoD: A Model for Energy Innovation?, http://energy.nationaljournal.com/2012/05/powering-our-military-whats-th.php#2211477)

Recently, the Clean Air Task Force and our colleagues at The Consortium for Science, Policy and Outcomes at Arizona State University, assessed the opportunities and challenges at the U.S. Department of Defense for accelerating a national and even global transition to advanced and clean energy technologies.
Building on background papers, a workshop, new research, and a previous project that articulated foundational principles for federal energy innovation policies, this report identified the sources of DoD’s success in fostering new technology that can be applied to both civilian energy innovation efforts and future defense-related energy efforts.
Unlike most other agencies, including the Energy Department, the Pentagon is the ultimate customer for the new technology it helps create, spending some $200 billion each year on R&D and procurement. The implications of DoD’s role as customer have not been widely appreciated, as:
· DoD, uniquely in government, supports multi-year, billion-dollar “end to end” innovation efforts that produce technology that is continuously tested, deployed and refined on bases and in the field, providing real world feedback that leads to increases in performance and reductions in cost. By contrast, most of the federal government’s civilian energy innovation efforts involve research loosely connected at best with the few commercialization efforts that it supports.
· DoD and its contractors know how to bring together multiple innovations to achieve system-level advances leading to big performance gains (examples range from nuclear submarines to unmanned aircraft to large-scale information systems). This systems approach is precisely what is needed to advance clean energy technologies.
· Relatively stable, multi-year funding allows the Pentagon to pursue “long cycle” innovation that is necessary for large, capital- intensive technologies and supports a highly capable contractor base that can respond to changing national security demands.
· The Pentagon’s scope and budget has allowed it to experiment with new and creative innovation tools such as the well-known Defense Advanced Projects Research Agency, which has produced extraordinary technological breakthroughs; and the Environmental Security Technology Certification Program, which develops and demonstrates cost-effective improvements in environmental and energy technologies for military installations and equipment.
· Because of DoD’s size and demands for performance and reliability, it is unique among government and private sector organizations as a demonstration test-bed. Smart-grid technologies and advanced energy management systems for buildings are already poised to benefit from this aspect of the Pentagon’s innovation system.
· DoD has collaborated effectively with other federal agencies, including the Department of Energy and its predecessors (for example, to advance nuclear energy technologies). Continuing competition and cooperation between DoD and DOE will spur energy innovation. 
DoD’s innovation capabilities can enhance U.S. national security, improve U.S. international competitiveness, and spur global energy restructuring and greenhouse gas emissions reductions.
At the same time, while providing enormous opportunities to develop and test energy efficiency technologies and small scale distributed energy appropriate to forward bases, the Pentagon is unlikely to become an all-purpose hub for advancing all categories of clean-energy technologies, because its energy innovation activities will be sustainable only where they can support the nation’s defense capabilities.
Therefore, many other large-scale technologies that are of great importance to improving the environment, such as carbon-free central station generation or zero carbon transportation, may not as easily fit with DoD’s mission. Possible exceptions might include small modular nuclear reactors that can be used for producing independent, non-grid power at military bases, or, conceivably, zero-carbon liquid fuels other than anything resembling current generation biofuels. 
In any case, the challenge for military-led energy innovation is to further define and delineate avenues for improved clean-energy performance that are linked to the national strategic mission. History shows that when such linkages are strong, DoD’s innovation capabilities are second to none.
But perhaps the more important lesson from this work is that a serious American program of civilian energy innovation could profitably look to Pentagon history for clues about how to succeed. Stable and significant funding; “end to end” thinking on long innovation cycles; procurement of advanced energy technology at commercial scale as well as research and testing; and institutional experimentation and diversity using multiple institutional channels – these have been important reasons that the United States has the most lethal and effective military arsenal in world history. If we’re serious about maintaining American superiority in the energy technology domain, some of this “defense innovation DNA” needs to be replicated or adapted to meet the challenge.

2AC—T
Financial incentives induce production using cash – that includes power purchasing
Webb 93 – lecturer in the Faculty of Law at the University of Ottawa (Kernaghan, “Thumbs, Fingers, and Pushing on String: Legal Accountability in the Use of Federal Financial Incentives”, 31 Alta. L. Rev. 501 (1993) Hein Online) 

One of the obstacles to intelligent discussion of this topic is the tremendous potential for confusion about what is meant by several of the key terms involved.  In the hopes of contributing to the development of a consistent and precise vocabulary applying to this important but understudied area of regulatory activity, various terms are defined below.
In this paper, "financial incentives" are taken to mean disbursements 18 of public funds or contingent commitments to individuals and organizations, intended to encourage, support or induce certain behaviors in accordance with express public policy objectives. They take the form of grants, contributions, repayable contributions, loans, loan guarantees and insurance, subsidies, procurement contracts and tax expenditures.19 Needless to say, the ability of government to achieve desired behavior may vary with the type of incentive in use: up-front disbursements of funds (such as with contributions and procurement contracts) may put government in a better position to dictate the terms upon which assistance is provided than contingent disbursements such as loan guarantees and insurance. In some cases, the incentive aspects of the funding come from the conditions attached to use of the monies.20 In others, the mere existence of a program providing financial assistance for a particular activity (eg. low interest loans for a nuclear power plant, or a pulp mill) may be taken as government approval of that activity, and in that sense, an incentive to encourage that type of activity has been created.21 Given the wide variety of incentive types, it will not be possible in a paper of this length to provide anything more than a cursory discussion of some of the main incentives used.22 And, needless to say, the comments made herein concerning accountability apply to differing degrees depending upon the type of incentive under consideration.
By limiting the definition of financial incentives to initiatives where public funds are either disbursed or contingently committed, a large number of regulatory programs with incentive effects which exist, but in which no money is forthcoming, 23 are excluded from direct examination in this paper. Such programs might be referred to as indirect incentives. Through elimination of indirect incentives from the scope of discussion, the definition of the incentive instrument becomes both more manageable and more particular. Nevertheless, it is possible that much of the approach taken here may be usefully applied to these types of indirect incentives as well.24 Also excluded from discussion here are social assistance programs such as welfare and ad hoc industry bailout initiatives because such programs are not designed primarily to encourage behaviors in furtherance of specific public policy objectives. In effect, these programs are assistance, but they are not incentives.

Precision – our definition’s from the DoE
Waxman 98 – Solicitor General of the US (Seth, Brief for the United States in Opposition for the US Supreme Court case HARBERT/LUMMUS AGRIFUELS PROJECTS, ET AL., PETITIONERS v. UNITED STATES OF AMERICA, http://www.justice.gov/osg/briefs/1998/0responses/98-0697.resp.opp.pdf)

2  On November 15, 1986, Keefe was delegated “the authority, with respect to actions valued at $50 million or less, to approve, execute, enter into, modify, administer, closeout, terminate and take any other necessary and appropriate action (collectively, ‘Actions’) with respect to Financial Incentive awards.” Pet. App. 68, 111-112. Citing DOE Order No. 5700.5 (Jan. 12, 1981), the delegation defines “Financial Incentives” as the authorized financial incentive programs of DOE, “including direct loans, loan guarantees, purchase agreements, price supports, guaranteed market agreements and any others which may evolve.” The delegation proceeds to state, “[h]owever, a separate prior written approval of any such action must be given by or concurred in by Keefe to accompany the action.” The delegation also states that its exercise “shall be governed by the rules and regulations of [DOE] and policies and procedures prescribed by the Secretary or his delegate(s).” Pet. App. 111-113.

2AC—CP

Only smr’s solve the grid – renewables fail
Charles Barton 11, founder of the Nuclear Green Revolution blog, MA in philosophy, “Future storm damage to the grid may carry unacceptable costs”, April 30, http://nucleargreen.blogspot.com/2011_04_01_archive.html

Amory Lovins has long argued that the traditional grid is vulnerable to this sort of damage. Lovins proposed a paradigm shift from centralized to distributed generation and from fossil fuels and nuclear power to renewable based micro-generation. Critics have pointed to flaws in Lovins model. Renewable generation systems are unreliable and their output varies from locality to locality, as well as from day to day, and hour to hour. In order to bring greater stability and predictability to the grid, electrical engineers have proposed expanding the electrical transmission system with thousands of new miles of transmission cables to be added to bring electricity from high wind and high sunshine areas, to consumers. This would lead, if anything, to greater grid vulnerability to storm damage in a high renewable penetration situation. Thus Lovins renewables/distributed generation model breaks down in the face of renewables limitations. Renewables penetration, will increase the distance between electrical generation facilities and customer homes and businesses, increasing the grid vulnerable to large scale damage, rather than enhancing reliability. Unfortunately Lovins failed to note that the distributed generation model actually worked much better with small nuclear power plants than with renewable generated electricity. Small nuclear plants could be located much closer to customer's homes, decreasing the probability of storm damage to transmission lines. At the very worst, small NPPs would stop the slide toward increased grid expansion. Small reactors have been proposed as electrical sources for isolated communities that are too remote for grid hookups. If the cost of small reactors can be lowered sufficiently it might be possible for many and perhaps even most communities to unhook from the grid while maintaining a reliable electrical supply. It is likely that electrical power will play an even more central role in a post-carbon energy era. Increased electrical dependency requires increased electrical reliability, and grid vulnerabilities limit electrical reliability. Storm damage can disrupt electrical service for days and even weeks. In a future, electricity dependent economy, grid damage can actually impede storm recovery efforts, making large scale grid damage semi-self perpetuating. Such grid unreliability becomes a threat to public health and safety. Thus grid reliability will be a more pressing future issue, than it has been. It is clear that renewable energy sources will worsen grid reliability, Some renewable advocates have suggested that the so called "smart grid" will prevent grid outages. Yet the grid will never be smart enough to repair its own damaged power lines. In addition the "smart grid" will be venerable to hackers, and would be a handy target to statures. A smart grid would be an easy target for a Stuxnet type virus attack. Not only does the "smart grid" not solve the problem posed by grid vulnerability to storm damage, but efficiency, another energy approach thought to be a panacea for electrical supply problems would be equally useless. Thus, decentralized electrical generation through the use of small nuclear power plants offers real potential for increasing electrical reliability, but successful use of renewable electrical generation approaches may worsen rather than improved grid reliability.

Super vulnerable
Mo et al 12
(Yilin Mo received the Bachelor of Engineering degree from Department of Automation, Tsinghua University, Beijing, China, in 2007. He is currently working towards the Ph.D. degree at the Electrical and Computer Engineering Department, Carnegie Mellon University, Tiffany Hyun-Jin Kim received the B.A. degree in computer science from University of California at Berkeley, Berkeley, in 2002 and the M.S. degree in computer science from Yale University, New Haven, CT, in 2004. She is currently working towards the Ph.D. degree at the Electrical and Computer Engineering Department, Carnegie Mellon University, Kenneth Brancik completed a rigorous one year program in systems analysis at the former Grumman Data Information Systems in 1984 and an intensive two year program at Columbia University in the analysis and design of information systems in 1997. He received the M.S. degree in management and systems from New York University (NYU), New York, in 2002 and the Ph.D. degree in computing from Pace University, Dona Dickinson received the B.A. degree in industrial psychology from California State University, Heejo Lee received the B.S., M.S., and Ph.D. degrees in computer science and engineering from POSTECH, Pohang, Korea, Adrian Perrig received the Ph.D. degree in computer science from Carnegie Mellon University, Bruno Sinopoli received the Dr. Eng. degree from the University of Padova, Padova, Italy, in 1998 and the M.S. and Ph.D. degrees in electrical engineering from the University of California at Berkeley, “Cyber–Physical Security of a Smart Grid Infrastructure” “Proceedings of the IEEE” January 2012, Vol. 100, No. 1)

A wide variety of motivations exist for launching an attack on the power grid, ranging from economic reasons (e.g., reducing electricity bills), to pranks, and all the way to terrorism (e.g., threatening people by controlling electricity and other life-critical resources). The emerging smart grid, while benefiting the benign participants (consumers, utility companies), also provides powerful tools for adversaries. The smart grid will reach every house and building, giving potential attackers easy access to some of the grid components. While incorporating information technology (IT) systems and networks, the smart grid will be exposed to a wide range of security threats [5]. Its large scale also makes it nearly impossible to guarantee security for every single subsystem. Furthermore, the smart grid will be not only large but also very complex. It needs to connect different systems and networks, from generation facilities and distribution equipment to intelligent end points and communication networks, which are possibly deregulated and owned by several entities. It can be expected that the heterogeneity, diversity, and complexity of smart grid components may introduce new vulnerabilities, in addition to the common ones in interconnected networks and stand-alone microgrids [3]. To make the situation even worse, the sophisticated control, estimation, and pricing algorithms incorporated in the grid may also create additional vulnerabilities. The first-ever control system malware called Stuxnet was found in July 2010. This malware, targeting vulnerable SCADA systems, raises new questions about power grid security [6]. SCADA systems are currently isolated, preventing external access. Malware, however, can spread using USB drives and can be specifically crafted to sabotage SCADA systems that control electric grids. Furthermore, increasingly interconnected smart grids will unfortunately provide external access which in turn can lead to compromise and infection of components.

Capacity. 
Cohen 12 (Armond, Executive Director – Clean Air Task Force, DoD: A Model for Energy Innovation?, http://energy.nationaljournal.com/2012/05/powering-our-military-whats-th.php#2211477)

Recently, the Clean Air Task Force and our colleagues at The Consortium for Science, Policy and Outcomes at Arizona State University, assessed the opportunities and challenges at the U.S. Department of Defense for accelerating a national and even global transition to advanced and clean energy technologies.
Building on background papers, a workshop, new research, and a previous project that articulated foundational principles for federal energy innovation policies, this report identified the sources of DoD’s success in fostering new technology that can be applied to both civilian energy innovation efforts and future defense-related energy efforts.
Unlike most other agencies, including the Energy Department, the Pentagon is the ultimate customer for the new technology it helps create, spending some $200 billion each year on R&D and procurement. The implications of DoD’s role as customer have not been widely appreciated, as:
· DoD, uniquely in government, supports multi-year, billion-dollar “end to end” innovation efforts that produce technology that is continuously tested, deployed and refined on bases and in the field, providing real world feedback that leads to increases in performance and reductions in cost. By contrast, most of the federal government’s civilian energy innovation efforts involve research loosely connected at best with the few commercialization efforts that it supports.
· DoD and its contractors know how to bring together multiple innovations to achieve system-level advances leading to big performance gains (examples range from nuclear submarines to unmanned aircraft to large-scale information systems). This systems approach is precisely what is needed to advance clean energy technologies.
· Relatively stable, multi-year funding allows the Pentagon to pursue “long cycle” innovation that is necessary for large, capital- intensive technologies and supports a highly capable contractor base that can respond to changing national security demands.
· The Pentagon’s scope and budget has allowed it to experiment with new and creative innovation tools such as the well-known Defense Advanced Projects Research Agency, which has produced extraordinary technological breakthroughs; and the Environmental Security Technology Certification Program, which develops and demonstrates cost-effective improvements in environmental and energy technologies for military installations and equipment.
· Because of DoD’s size and demands for performance and reliability, it is unique among government and private sector organizations as a demonstration test-bed. Smart-grid technologies and advanced energy management systems for buildings are already poised to benefit from this aspect of the Pentagon’s innovation system.
· DoD has collaborated effectively with other federal agencies, including the Department of Energy and its predecessors (for example, to advance nuclear energy technologies). Continuing competition and cooperation between DoD and DOE will spur energy innovation. 
DoD’s innovation capabilities can enhance U.S. national security, improve U.S. international competitiveness, and spur global energy restructuring and greenhouse gas emissions reductions.
At the same time, while providing enormous opportunities to develop and test energy efficiency technologies and small scale distributed energy appropriate to forward bases, the Pentagon is unlikely to become an all-purpose hub for advancing all categories of clean-energy technologies, because its energy innovation activities will be sustainable only where they can support the nation’s defense capabilities.
Therefore, many other large-scale technologies that are of great importance to improving the environment, such as carbon-free central station generation or zero carbon transportation, may not as easily fit with DoD’s mission. Possible exceptions might include small modular nuclear reactors that can be used for producing independent, non-grid power at military bases, or, conceivably, zero-carbon liquid fuels other than anything resembling current generation biofuels. 
In any case, the challenge for military-led energy innovation is to further define and delineate avenues for improved clean-energy performance that are linked to the national strategic mission. History shows that when such linkages are strong, DoD’s innovation capabilities are second to none.
But perhaps the more important lesson from this work is that a serious American program of civilian energy innovation could profitably look to Pentagon history for clues about how to succeed. Stable and significant funding; “end to end” thinking on long innovation cycles; procurement of advanced energy technology at commercial scale as well as research and testing; and institutional experimentation and diversity using multiple institutional channels – these have been important reasons that the United States has the most lethal and effective military arsenal in world history. If we’re serious about maintaining American superiority in the energy technology domain, some of this “defense innovation DNA” needs to be replicated or adapted to meet the challenge.

2AC—Solar DA

No link argument.

Does not turn the case.  
Andres 11 (*Richard B. – Professor of National Security Strategy at the National War College and a Senior Fellow and Energy and Environmental Security and Policy Chair in the Center for Strategic Research, Institute for National Strategic Studies, at the National Defense University, **Hanna L. Breetz – Doctoral candidate in the Department of Political Science at The Massachusetts Institute of Technology, Small Nuclear Reactors for Military Installations: Capabilities, Costs, and Technological Implications, Strategic Forum, National Defense University, Institute for National Strategic Studies, February 2011, http://www.ndu.edu/press/lib/pdf/StrForum/SF-262.pdf)

In recent years, the U.S. Department of Defense (DOD) has become increasingly interested in the potential of small (less than 300 megawatts 1 electric [MWe]) nuclear reactors for military use. DOD’s attention to small reactors stems mainly from two critical vulnerabilities it has identified in its infrastructure and operations: the dependence of U.S. military bases on the fragile civilian electrical grid, and the challenge of safely and reliably supplying energy to troops in forward operating locations. DOD has responded to these challenges with an array of initiatives on energy efficiency and renewable and alternative fuels. Unfortunately, even with massive investment and ingenuity, these initiatives will be insufficient to solve DOD’s reliance on the civilian grid or its need for convoys in forward areas. The purpose of this paper is to explore the prospects for addressing these critical vulnerabilities through small-scale nuclear plants.

Does not solve forward deployment. 
Andres 11 (*Richard B. – Professor of National Security Strategy at the National War College and a Senior Fellow and Energy and Environmental Security and Policy Chair in the Center for Strategic Research, Institute for National Strategic Studies, at the National Defense University, **Hanna L. Breetz – Doctoral candidate in the Department of Political Science at The Massachusetts Institute of Technology, Small Nuclear Reactors for Military Installations: Capabilities, Costs, and Technological Implications, Strategic Forum, National Defense University, Institute for National Strategic Studies, February 2011, http://www.ndu.edu/press/lib/pdf/StrForum/SF-262.pdf)

[bookmark: _GoBack]Operational Vulnerability. Operational energy use represents a second serious vulnerability for the U.S. military. In recent years, the military has become significantly more effective by making greater use of technology in the field. The price of this improvement has been a vast increase in energy use. Over the last 10 years, for instance, the Marine Corps has more than tripled its operational use of energy. Energy and water now make up 70 percent of the logistics burden for troops operating in forward locations in the wars in Afghanistan and Iraq. This burden represents a severe vulnerability and is costing lives. In 2006, troop losses from logistics convoys be- came so serious that Marine Corps Major General Richard Zilmer sent the Pentagon a “Priority 1” request for renewable energy backup.11 This unprecedented request put fuel convoy issues on the national security agenda, triggering several high-level studies and leading to the establishment of the Power Surety Task Force, which fast-tracked energy innovations such as mobile power stations and super-insulating spray foam. Currently, the Marine Corps is considering a goal of producing all non- vehicle energy used at forward bases organically and sub- stantially increasing the fuel efficiency of vehicles used in forward areas.
Nevertheless, attempts to solve the current energy use problem with efficiency measures and renewable sources are unlikely to fully address this vulnerability. Wind, solar, and hydro generation along with tailored cuts of energy use in the field can reduce the number of convoys needed to supply troops, but these measures will quickly reach limits ////


and have their own challenges, such as visibility, open exposure, and intermittency. Deploying vehicles with greater fuel efficiency will further reduce convoy vulnerability but will not solve the problem.
A strong consensus has been building within planning circles that small reactors have the potential to significantly reduce liquid fuel use and, consequently, the need for convoys to supply power at forward locations. Just over 30 percent of operational fuel used in Afghani- stan today goes to generating electricity. Small reactors could easily generate all electricity needed to run large forward operating bases. This innovation would, for in- stance, allow the Marine Corps to meet its goal of self- sufficient bases. Mobile reactors also have the potential to make the Corps significantly lighter and more mobile by reducing its logistics tail.
Another way that small reactors could potentially be used in the field is to power hydrogen electrolysis units to generate hydrogen for vehicles.12 At forward loca- tions, ground vehicles currently use around 22 percent imported fuel. Many ground transport vehicles can be converted to run on hydrogen, considerably reducing the need for fuel convoys. If the wars in Iraq and Afghani- stan are indicative of future operations, and fuel convoys remain a target for enemy action, using small reactors at forward locations has the potential to save hundreds or thousands of U.S. lives.
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AT: Safety
Safety concerns do not apply to SMRs.
Loudermilk 11 (Micah J., Research Associate for the Energy & Environmental Security Policy program with the Institute for National Strategic Studies at National Defense University, Contracted through ASE Inc, Small Nuclear Reactors and US Energy Security: Concepts, Capabilities, and Costs, May 31st, http://www.ensec.org/index.php?option=com_content&view=article&id=314:small-nuclear-reactors-and-us-energy-security-concepts-capabilities-and-costs&catid=116:content0411&Itemid=375)

Promoting safer nuclear power
The debate over nuclear energy over the years has consistently revolved around the central question “Is nuclear power safe?” Certainly, the events at Fukushima illustrate that nuclear power can be unsafe, however, no energy source is without its own set of some inherent risks on the safety front—as last year’s oil spill in the Gulf of Mexico or the long-term environmental consequences of fossil fuel use demonstrate—and nuclear power’s operating record remains significantly above that of other energy sources. Instead, accepting the role that nuclear energy plays in global electricity generation, especially in a clean-energy environment, a more pointed question to ask is “How can nuclear power be made safer?”
Although large reactors possess a stellar safety record throughout their history of operation, SMRs are able to take safety several steps further, in large part due to their small size. Due to simpler designs as a result of advancing technology and a heavy reliance on passive safety features, many problems plaguing larger and earlier generations of reactors are completely averted. Simpler designs mean less moving parts, less potential points of failure or accident, and fewer systems for operators to monitor. Additionally, small reactor designs incorporate passive safety mechanisms, which rely on the laws of nature—such as gravity and convection—as opposed to human-built systems requiring external power to safeguard the reactor in the event of an accident, making the reactor inherently safer.
Furthermore, numerous small reactor concepts incorporate other elements—such as liquid sodium—as coolants instead of the pressurized water used in large reactors today. While sodium is a more efficient heat-transfer material, it is also able to cool the reactor core at normal atmospheric pressure, whereas water which must be pressurized at 100-150 times normal to prevent it boiling away. As an additional passive safety feature, sodium’s boiling point is 575-750 degrees higher than the reactor’s operating temperature, providing an immense natural heat sink in the event that the reactor overheats. Even should an accident occur, without a pressurized reactor no radiation would be released into the surrounding environment.
Even on the most basic level, small reactors provide a greater degree of security by merit of providing lower energy output and using less nuclear fuel. To make up for the loss in individual reactor generating capacity, small reactors are generally designed as scalable units, enabling the siting of multiple units in one location to rival the output capacity of a large nuclear plant. However, with each reactor housed independently and powering its own steam turbine, an accident affecting one reactor would be limited to that individual reactor.


AT: BioD
Species loss doesn’t snowball
Thomas Gale Moore (Senior Fellow at the Hoover Institution at Stanford) 1998 Climate of Fear, 98-99
Nevertheless, the loss of a class of living beings does not typically threaten other species.  Most animals and plants can derive their nutrients or receive the other benefits provided by a particular species from more than a single source.  If it were true that the extinction of a single species would produce a cascade of losses, then the massive extinctions of the past should have wiped out all life.  Evolution forces various life forms to adjust to change.  A few may not make the adaptation but others will mutate to meet the new conditions.  Although a particular chain of DNA may be eliminated through the loss of a species, other animals or plants adapting to the same environment often produce similar genetic solutions with like proteins.  It is almost impossible to imagine a single species that, if eliminated, would threaten us humans.  Perhaps if the E. coli that are necessary for digestion became extinct, we could no longer exist.  But those bacteria live in a symbiotic relationship with man and, as long as humans survive, so will they.  Thus any animal that hosts a symbiotic species need not fear the loss of its partner.  As long as the host remains, so will parasites and symbiotic species.






